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1 Overview

NetGuardian 832A G6 monitors alarms, pings network elements, and reports via SNMP or email.

1.1 Introduction

The NetGuardian's Web Browser Interface lets you manage alarms and configure the unit through the Internet or
your Intranet. You can quickly set up alarm point descriptions, view alarm status, issue controls, and configure

paging information, and more. The NetGuardian supports nearly all latest versions of any web browser you
choose.

NetGuardian 832A G6 can monitor both legacy and contemporary devices via traditional contact closures and
analog voltages/currents, IP-based protocols (ex. MODBUS). Once collected, alarms can trigger email or SMS-
via-email notifications, SNMP traps, or reporting to a T/MON control alarm master.



1.2 What's New in NetGuardian G6

The NetGuardian 832A G6 has many new features above and beyond our preceding RTUs, some which are
highlighted here:

The new G6 includes many enhancements over previous models:

¢ Elimination of web page loading: The web interface will now load only once when you first access it. Once the
page is loaded, alarm data updates several times per second, so there's no waiting to see alarm status or for a
long page to reload. This provides a superior experience when monitoring the G6 from its built-in web interface.

e Much larger capacity for recording event history and analog sensor readings: Earlier models were limited to only
100 alarm events, intended only as a small buffer to protect against momentary losses of connectivity back to
the central alarm master. The G6 now has enough storage to be a viable standalone monitoring system in all
but the busiest environments.

¢ Analog gauges for fast visual review of important levels: For several years, small and medium NetGuardian
models have included animated analog gauges. This feature is now incorporated in the flagship 832A model of
the NetGuardian.

The G6 maintains fundamental long-term features of the NetGuardian RTU line:

e Expansion Alarms offer the ability to monitor and control via an expansion shelf.

e SNMP Alarms show the statuses of any alarms generated based on SNMP traps received.

e System Alarms show any internally generated alarms the NetGuardian 832A G6 has created (ex.
"SNMP trap failed to send!").

¢ Routing Table shows the NetGuardian 832A G6's live routing table, with fallback status.

e Alarm lists and color-coded status indicators give you the ability to quickly see alarm states and status
levels of your connected devices and/or sensors.

State

23 5
. l ‘ [Clear |
Zae R

User Analog 1

The green "Edit" menu is now "Provisioning":
e User Profiles are now used to configure passwords and access permissions for users who access the
NetGuardian 832A G6.
e The Ethernet section provides options for configuring network interfaces, including static routes.
e SNMP is used to designate options for the NetGuardian 832A G6's SNMP agent (including SNMPv3 users &
authentication/privacy)



2 Shipping List

While unpacking the NetGuardian, please make sure that all of the following items are included. If some parts are
missing, or if you ever need to order new parts, please refer to the part numbers listed and call DPS Telecom at
(800) 622-3314.

FIOFS feecom

NetGuardian G6 Resource CD
(includes manual, MIBs, and software)

Two Ethernet Cables 14 ft.
D-PR-923-10B-14

23" Rack Ears
D-CS-325-10A-01

Eight 3/8" Ear Screws (F)
2-000-60375-05

6 ft. USB Download Cable
D-PR-046-10A-06

‘

Telephone Cable 6 ft.
D-PR-045-10A-01

19" Rack Ears
D-CS-325-10A-00

Four Standard Rack Screws (H)
1-000-12500-06
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Four Metric Rack Screws (G) Three 3/4-Amp GMT Fuses (B)
2-000-80750-03 2-741-00750-00

Two Large Power Connector Plugs for Main Power (C) Four Cable Ties
2-820-00862-02 (Sixteen with hinged panel)
4 Pin Analog Connector (D) Pads (E)

2-820-00814-02 2-015-00030-00

Optional

(Hardware kit containing a WAGO connector)

Optional Items

Two 3/4-Amp GMT Accessory Fuses (A) One Small Connector for Sensor Output
2-741-00250-00 2-820-00812-02



2.1  Port Allocation
Located on the top of the unit in the back left corner is the Port Allocation Sticker. This sticker includes your part

number (D-PK-NETG6-##### . ##Ht##), which specifies your build option. The table below it lists your port
allocation. This label displays serial electrical information about each of the ports, for example if the port

hardware is configured for RS232, RS485, 202, etc.
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2.2  Optional Accessories

You can extend the capabilities of the NetGuardian through accessory units that provide greater discrete alarm
capacity, remote audiovisual alarm notification, visual surveillance of remote sites, and other options. If you would
like to order any of these accessories, or if you would like more information about them, call DPS Telecom at (800)
622-3314.

NetGuardian 832 DX ™8
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NetGuardian Expansion (NetGuardian 832A/864A DX G5)
D-PK-DX832/D-PK-DX864

The NetGuardian G5 expansions provide and additional 32 alarms for your NetGuardian 832A model or 64 points
for your 864A, providing a total of 128 or 256 alarms with 3 expansion units. Each expansion comes standard with
an additional 8 control relays and 8 analog inputs, and is available with an optional 8 port hub. (Optional builds are
also available without controls, analogs, or both.)
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NetGuardian Expansion (NetGuardian DX G4)

D-PK-NETDX-12022.00001

The NetGuardian Expansion G4 provides an additional 48 discrete and 8 relay controls. Up to three NetGuardian
Expansions can be daisy-chained off one NetGuardian, providing a total of 176 discrete and 32 analog alarm
points.
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NetGuardian Expansion
The NetGuardian 480 (NG480) Expansion provides an additional 80 alarms and 4 relays. With 80 discrete alarm
inputs, you can easily forward all the alarms of a small to medium-sized site.

NetGuardian E16
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NetGuardian E16

D-PK-DXE16

Adding the NetGuardian E16 provides an additional 16 alarm points and 16 controls. One NetGuardian E16 unit
may be used per NetGuardian 832A/864A G5 remote. In this configuration, the E16 must be the last unit in the
chain. Having only 1 serial port, it cannot forward traffic to a subsequent RTU.



General LCD Display (GLD)

D-PK-GLDRJ-12001.00001

The General LCD Display (GLD) is a small wall-mounted remote terminal for the NetGuardian. The LCD display
shows system status and alarm messages, and the built-in speaker gives an audible notice of alarms. Up to 12
GLDs can be daisy-chained off the NetGuardian.

Hinged Wire-Wrap Back Panel
For 19" rack: D-PK-NGPAN-12002 For 23" rack: D-PK-NGPAN-12006
The hinged wire-wrap back panel provides wire-wrap connections for the NetGuardian's alarms and control relays.

Pluggable Barrier Panel

For 19" rack: D-PK-NGPAN-12021 For 23" rack: D-PK-NGPAN-12007

The pluggable barrier panel provides screw-lug barrier plug connections for the NetGuardian's alarms and control
relays.

Hinged Amphenol Back Panel
For 19" rack: D-PK-NGPAN-12027 For a KDA864 GOB option
D-PK-NGPAN-12047 For a KDA 864 with GOB-L option
The Hinged Amphenol Back Panel easily allows for Upgrades from a KDA864 to a NetGuardian 864.



NetGuardian 3288 Test Fixture

D-PK-TSTBX-12005.00001

Every DPS product is rigorously tested before shipping, and the NetGuardian Test Box allows technicians to verify
every discrete alarm input, control relay, and voltage-based analog alarm input on a NetGuardian G5. This time-
tested tool is now available to you as the NetGuardian 3288 Test Fixture (known casually as the "NetGuardian
Test Box"). With 32 discrete alarm toggles, 8 analog knobs, and 8 control relay LEDs, you can verify every alarm
input and control output on your NetGuardians in a controlled way.



2.3  Specifications

Discrete Alarm Inputs:

Analog Alarms:
Analog Input Range:
Analog Accuracy:
Control Relays:
Maximum Voltage:
Maximum Current:

Ping Alarms:

Protocols:

Interfaces:

Physical Dimensions:

Weight:
Mounting:

Power Input

Voltage Options Include:

Current Draw:
GMT Fuse:

32 (expandable to 80, 128, or 176 in 832A model)
64 (expandable to 112, 160, or 208 in 864A model)

8
(=94 to 94 VDC or 4 to 20 mA)
+/- 1% of Analog Range (See Analog Step Sizes)

8 Form C (expandable to 16, 24, 32)
110 VDC/125 VAC
0.3 Amp at 125VAC, 1A at 30vDC

32

SNMPv1, SNMPv2c, SNMPv3, DCPx, DCPf, TRIP, SNPP
SMTP, TAP, HTTP, FTP, TELNET, ICMP, RADIUS, SSH, HTTPS

9 RJ45 10/100 full-duplex Ethernet ports (1 port tied internally to switch
- if switch option is purchased

1 RJ11 telco jack

5 D-Wire Ports (4 Front, 1 Rear. Rear uses modem jack)

2 50-pin amphenol connectors (discretes, controls, and analogs)

1 4-pin screw connector (analogs)

With Fiber top-board build option: 4 10/100/1000 copper Ethernet
ports AND 2- 1000 Base-X SFP Fiber ports

With WAN top-board build option:1 Rj45 WAN port

1.720"H x 17.026"W x 8.386"D (NetGuardian 832A)
(11.250"D with hinged Wire Wrap Adapter)
1.720"H x 17.026"W x 9.636"D (NetGuardian 864A)
(12.750"D with hinged Wire Wrap Adapter)

6 Ibs. 3 0z. (2.8 kg)

19" or 23" rack

—48 VDC nominal (—18 to —-60 VDC)

(Optional) —24 VDC nominal (-18 to —36 VDC)
(Optional) —24 VDC nominal (-18 to —36 VDC)
(Optional) +24VDC (+18 to +36 VDC)
(Optional) +12vVDC (+11 to +18 VDC)

150 mA at 48 VDC (300 mA at 24 VDC)

3/4 amp recommended
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Sensor Power Output
Voltage Output Options:

Output Current:
Input Current Draw:

GMT Fuse:

Visual Interface:

Audible Notification:

Operating Temperature:

Storage Temperature:

Industrial Temperature Option:

Operating Humidity:
MTBF:
Windows Compatibility:

*RoHS 5 Approved

+12 vDC

+24 VvDC

500 mA at +12, or 250mA at +24 VDC
May increase by 150 mA at 48 VDC
3/4 amp recommended

LCD display
19 RGB LEDs

Alarm speaker (with volume control)
32°to 140° F (0° to 60° C)

-22° 10 176° F (-30° to 80° C)

-22° to 158° F (-30° to 70° C)
0%—-95% non-condensing

60 years

Windows 95, 98, NT, ME, XP, 2000, Vista, 7 32/64 bit, 8, 10, 11

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at his own expense.



3 Installation

3.1 Tools Needed
To install the NetGuardian, you'll need the following tools:

—_— ——

Phillips No. 2 Screwdriver Small Standard No. 2 Screwdriver

PC with terminal emulator,
such as HyperTerminal

3.2  Mounting

NetGuardian can be flush or rear-mounted.

The NetGuardian mounts in a 19" or 23" rack and can be mounted in the flush-mount or rear mount
locations, as shown in.

The rack ears can be rotated 90° for wall mounting or 180° for other mounting options.

19" rack ears 23"rack ears -

(27067
(2.700) e

&
&

0

(1.720) 9

O
R
Q
930)}/
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4 NetGuardian Back Panel
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NetGuardian back panel connections

4.1 Power Connection

The NetGuardian is powered by two barrier plug power connectors.

w“\ @Mk!!

wswerDisconnection:
Remove A and B Plugs

WE!
=
-60 Vdc
0.75A max

-Batt GND  -Batt GND

RIA power inputs

To connect the NetGuardian to a power supply:
1. Use the grounding lug to connect the unit to earth ground. The grounding lug is next to the symbol
il

2. Insert the eyelet of the earth ground cable between the two bolts on the grounding lug (Ground cable
not included).

. Insert a battery ground into the power connector plug's right terminal and tighten the screw.
. Insert a battery lead to the plug's left terminal and tighten its screw.

. Insert fuse into the fuse distribution panel.

. Check the power status LED for polarity.

. Measure voltage. Connect the black cable onto the ground connector of your Digital Voltage Meter
(DVM) and red cable onto the other connector of your DVM. The voltmeter should read between -36
VDC and -72 VDC.

Note: If the voltage does not read between -36 VDC and -72 VDC, stop immediately.

8. Insert the local fuse into the power fuse slot. The power plug can be inserted into the power
connector only one way to ensure the correct polarity.

Note: The negative voltage terminal is on the left and the GND terminal is on the right.

N o Ok~ W

9. Verify that the o LED is lit. To confirm that power is correctly connected, the front panel status LED
will flash RED and GREEN, indicating that the firmware is booting up.
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4.2 LAN Connection

To connect the unit to LAN, insert a standard RJ45 Ethernet cable into the 10/100BaseT Ethernet port
on the back of the unit. If the LAN connection is OK, the LNK LED will light SOLID GREEN.

4.3 Serial Connection

The NetGuardian 832A/864A G6 has 3 build options for its serial / dialup port. You can order your port
as a Yost RS-232, RS-485, 202 modem, or 4-wire 202 RJ45. The serial port is located on the back
panel, where it is labeled "Primary."

Serial port build options

Yost RS-232 RJ45 Connector RS-485 RJ45 Connector
~BRTS (Request to Send) 7= 8 TX- (Transmit -)
/ /7 DTR (Data Terminal Ready) /7~ NIC (Not Connected)
——— -}//-6 TXD (Transmit Data) ——1, -}/ 6 RX- (Receive -)
— :://—5 GND (Ground) —— —}—_—5 GND (Ground)
—— |4 GND (Ground) —— 15— _4GND (Ground)
——r |\~ 3 RXD (Receive Data) — —_‘t 3 RX+ (Receive +)
%, -2 DSR (Data Set Ready) % =2 N/C (Not Connected)
1 CTS (Clear to Send) 1 TX+ (Transmit +)
4-Wire 202 Connector

—8 N/C (Not Connected)
/ /7 TX- (Transmit -)
- /.~ 6 RX- (Receive -)
—.—5 GND (Ground)
— 4 GND (Ground)
3 RX+ (Receive +)
=2 TX+ (Transmit +)
"~ 1 N/C (Not Connected)

Serial Port Pinout

_ If you are unsure of the serial port type on your NetGuardian, login to MyDPS and
Hot Tip! click on the Product Information Search link. Type in the full part number of your unit
and click the Submit button to access the specifications.

The serial port can be used for two different functions:
e Reach-through proxy connection for LAN-based Telnet access to switches, radios, PBXs and
other equipment.
¢ Alarm reporting to the T/Mon Remote Alarm Monitoring System over an RS-232, 485, 202, or
dial-up modem.

Note: If the serial port is configured for alarm reporting to T/Mon, the port is not available for use as a
reach-through proxy port.
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4.4 Telco Connection

The NetGuardian features an RJ11 Telco port on the back of the unit. This port is used for dial-up
notification via your cell phone and alphanumeric pager.

RJ-11 Phone Line Connector
~ 4

i ;
/

_f’_/-- 3 Ring

+ 2 Tp

\_\_ 1
Telco Port Pinout

4.5 Alarm and Control Relay Connector Pinout Table (832A)

Discretes 1-24 Discretes 25—-32 Control Relays 1-8
RTN | ALM RTN | ALM RTN | ALM NO/NC | CO
ALM 1 1 26 |ALM 13 13 38 ALM25( 1 26 CTRL 1 9 34
ALM 2 2 27 |ALM 14 14 39 ALM26 [ 2 27 CTRL 2 10 35
ALM 3 3 28 |ALM 15 15 40 ALM27 [ 3 28 CTRL 3 11 36
ALM4 | 4 29 |ALM 16 16 41 ALM 28| 4 29 CTRL 4 12 37
ALM 5 5 30 |ALM 17 17 42 ALM29 | 5 30 CTRL 5 13 38
ALM 6 6 31 |ALM 18 18 43 ALM30| 6 31 CTRL 6 14 39
ALM 7 7 32 |ALM 19 19 44 ALM31| 7 32 CTRL 7 15 40
ALM 8 8 33 |ALM 20 20 45 ALM 32| 8 33 CTRL 8 16 41
ALM 9 9 34 |ALM 21 21 46 FUSE 17 42
ALM 10| 10 | 35 [ALM 22 22 47
ALM 11| 11 | 36 |ALM 23 23 48
ALM 12| 12 | 37 |ALM 24 24 49
GND 25 50
Analogs 1-6 Analogs 7-8
ADC +| - ADC | - | +
ADC1 (19|44 7 7- | 7+
ADC 2 |2045 8** 8- |8+ ANAT-— @ /. @ Anas +
ADC3 |21 |46 ANA7 + ANAS —
ADC 4** (22 |47 Analogs 7-8
ADC 5** (23148
ADC 6** (24149
GND 25|50

Alarm and control relay connector pinout for G6
Pinouts for the 50-pin connectors "Discretes 1-24" and "Analogs 1-6/Discretes 25-32/Relays 1-8,
and the pinout for the four-pin connector "Analogs 7-8."

Note that the NetGuardian's control relays can be set for either Normally Open or Normally Closed
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operation. By factory default, all control relays are set to Normally Open. You can reset all relays for

Normally Closed operation at the hardware level by resetting a jumper on the NetGuardian circuit
board. You can also configure the control relays individually, using either the Web interface or the

NGEditG5 software ultility.

For instructions on resetting control relays for Normally Closed operation, see the section titled

"Controls."

NOTE: Channels 1-4 are mapped to voltage and current for power inputs A and B.

Analog Index

Analogs 7-8
ADC | + | -
7 B| A
8** B| A

1 Power Input A Voltage

2 Power Input A Current

3 Power Input B Voltage

4 Power Input B Current

5 User Analog 1

6 User Analog 2

7 User Analog 3

8 User Analog 4

9 User Analog 5

10 User Analog 6

11 User Analog 7

12 User Analog 8

13-46 Digital Sensor 1-34
4.6  Alarm and Control Relay Connector Pinout Table (864A)
Discretes 1-48 Discretes 49-64, Relays 1-8, Analogs 1-6
ALM PIN ALM PIN ALM PIN Relays 1-8

1 26 26 13 49 26 RLY 1 9 34
2 1 27 39 50 1 RLY 2 10 | 35
3 27 28 14 51 27 RLY 3 11 | 36
4 2 29 40 52 2 RLY 4 12 | 37
5 28 30 15 53 28 RLY 5 13 | 38
6 3 31 41 54 3 RLY 6 14 | 39
7 29 32 16 55 29 RLY 7 15 | 40
8 4 33 42 56 4 RLY 8 16 | 41
9 30 34 17 57 30 FUSE 17 | 42
10 5 35 43 58 5 ADC + -
11 31 36 18 59 31 ADC 1 19 | 44
12 6 37 44 60 6 ADC 2 20 | 45
13 32 38 19 61 32 ADC 3 21 | 46
14 7 39 45 62 7 ADC 4* | 22 | 47
15 33 40 20 63 33 ADC 5% | 23 | 48
16 8 41 46 64 8 ADC 6** | 24 | 49
17 34 42 21 GND 25
18 9 43 47 GND/RTN*| 50
19 35 44 22
20 10 45 48
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21 36 46 23
22 11 47 49
23 37 48 24
24 12 GND 25
25 38 GND/RTN*| 50

Alarm and relay connection pinouts for NetGuardian G6 864

RTN* is the alarm return pin. Alarms on standard units are dry closure or ground closure. Most units
will have RTN internally tied to GND. However, special hardware assemblies may have RTN isolated
from GND. For details regarding your unit's hardware, please reference the product description
appendix.

NOTE: Channels 1-4 are mapped to voltage and current for power inputs A and B.

Analog 1 Power Input A Voltage
Analog 2 Power Input A Current
Analog 3 Power Input B Voltage
Analog 4 Power Input B Current
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4.7

RTN 1 1
RTN 2 2
RTN 3 3
RTN 4 4
RTN 5 5
RTN 6 6
RTN 7 /
RTN 8 8
RTN 9 9
RTN 10 10
RTN 11 11
RTN 12 12
RTN 13 13
RTN 14 14
RTN 15 15
RTN 16 16
RTN 17 17
RTN 18 18
RTN 19 19
RTN 20 20
RTN 21 21
RTN 22 22
RTN 23 23
RTN 24 24
GND 25

O

Discretes 1-24 Connector Pinout Diagram (832A)

26 ALM 1
27 ALM 2
28 ALM 3
29 ALM 4
30 ALM 5
31 ALM 6
32 ALM 7
33 ALM 8
34 ALM 9
35 ALM 10
36 ALM 11
37 ALM 12
38 ALM 13
39 ALM 14
40 ALM 15
41 ALM 16
42 ALM 17
43 ALM 18
44 ALM 19
45 ALM 20
46 ALM 21
47 ALM 22
48 ALM 23
49 ALM 24
50 GND

[ O]

Pinout Diagram for Discretes 1-24 connector
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4.8 Analogsl-6/Discretes 25-32/Relays 1-8 Connector Pinout Diagram (832A)

O
RTN 25 1 [ |26 ALM 25
RTN 26 2 27 ALM 26
RTN 27 3 28 ALM 27
RTN 28 4 29 ALM 28
RTN 29 5 30 ALM 29
RTN 30 6 31 ALM 30
RTN 31 7 32 ALM 31
RTN 32 8 33 ALM 32
CTRL1INO 9 34 CTRL 1 CO
CTRL 2 NO 10 35 CTRL 2 CO
CTRL 3 NO 11 36 CTRL3CO
CTRL 4 NO 12 37 CTRL 4 CO
CTRL 5 NO 13 38 CTRL5 CO
CTRL 6 NO 14 39 CTRL 6 CO
CTRL 7 NO 15 40 CTRL7 CO
CTRL 8 NO 16 41 CTRL8CO
FUSE NO 17 42 FUSE CO
Unused 18 43 Unused
ANA1+ 19 44  ANA1-—
ANA2+ 20 45  ANA2-—
ANA3+ 21 46  ANA 3-—
ANA 4 + 22 47  ANA 4-—
ANA5 + 23 48  ANA5-—
ANA 6 + 24 49  ANA6-—
GND 25 50 GND
O

Pinout Diagram for Discretes 25-32/Relays 1-8 connector
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4.9 Discretes 1- 48 Connector Pinout Diagram (864A)

AM2 1
AM4 2
AME 3
AMBE 4
AM10 5
AM12 B
AM14 7
AM16 8
AM18 9
AM20 10
AM22 11
AM24 12
AM26 13
AM28 14
AM30 15
AM32 16
AM34 1.7
AM36 18
AM38 19
AM40 20
AM42 21
AM44 22
AM4E 23
AM48 24
GND 25

26 AM1
27 AM3
28 AMS
29 AMT
30 AMS
3 AM11
32 AM13
33 AMIS
34 AM17
35 AM19
36 AM21
37 AMZ3
38 AMZ5
38 AM2Z27
40 AMZ9
41 AM31
42 AM33
43 AM35
44 AM37
45 AM39
46 AM41
47 AM43
48 AM45
49 AM47
50 RTN*

Pinout Diagram for Discretes 1-48 Connector

RTN* is the alarm return pin. Standard configurations have this pin tied to GND. While it is possible to

change this configuration to utilize different types of alarms (i.e. TTL, Open Collector, Battery Closure),

the hardware must be ordered in that configuration. It is NOT field-adjustable.
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4.10 Analogs 1-6/Discretes 49-64/Relays 1-8 Connector Pinout Diagram (864A)

= A

AMSED 1 26 AM49 AM50 1 = 26 AM49

AMSE2 2 27 AMS51 AM52 2 27  AM51

AMS54 3 28 AMS53 AM54 3 28 AMS53

AMS56 4 29 AMS55 AM56 4 29 AM55

AMS58 5 30 AM57 AM58 5 30  AM57

AME0 6 31 AM59 AM60 6 31 AM59

AMB2 7 32 AMB 1 AM62 7 | 132 AM61

AMB4 8 33 AMB3 AM64 8 33 AM63

CT1CO g 34 CT1SW 9 34

CT2CO 10 35 CT25W 10 35

CT3CO 11 36 CT3SW 11 36

CT4CO 12 37 CT4SW 12 37

CT5CO 13 38 CT5SW 13| 38

CT&CO 14 39 CTESW 14 39

CT7CO 15 40 CT7SW — 15] 140

CT8CO 16 41 CTESW 16| 141 00

FANO 17 42 FACO FANO 17| 142 FACO
18 43 18| 143

ANA1+ 19| 44  ANA 1- ANA1+ 19 44 ANA1 -

ANA 2 + 20 45 ANA 2 - ANA2+ 20 45 ANA2 -

ANA 3+ 21 46  ANA3- ANA3 + 21 46 ANA3 -

ANA 4+ 22 47  ANA4-— ANA4 + 22 47 ANAA4 -

ANAS + 23 48 ANA S — ANAS5+ 23 48 ANAS -

ANAB+ 24 49  ANAG-— ANAG + 24 49 ANAG -

GND 25 50 RTN* GND  25] 150 RTN*

** Pinout Diagram for Analogs 1-6/Discretes
49-64. This pinout only applies to the
NetGuardian 864A G6 without relays. See note
below.

Pinout Diagram for Analogs 1-6/Discretes 49-64/
Relays 1-8 Connector

RTN* is the alarm return pin. Standard configurations have this pin tied to GND. While it is possible to
change this configuration to utilize different types of alarms (i.e. TTL, Open Collector, Battery Closure),
the hardware must be ordered in that configuration. It is NOT field-adjustable.

**Note: Special pinout for a particular build of the NetGuardian 864A G6 without control relays.
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4.11 Optional 66 Block Connector (832A)

Both of the 50-pin connectors on the back panel of the NetGuardian can be connected to the optional

25-pair 66 Block Connector (part number D-PR-966-10A-00). For 66 block pinout and color code
information, see diagrams below for Discretes 1-24 and Analogs 1-6/Discretes 25-32/Relays 1-8.

Note: The 66 Block supports termination of 22 - 26 AWG (0.81 - 0.41mm) solid insulated cable or 18 -
19 AWG (1.02 - 0.91mm) solid stripped cable. DPS recommends using 24 AWG wire (solid).

Note: If connecting to a 50-pair split block, all connections should be made on the two pin columns
closest to the right-hand side of the block or bridge clips should be installed.
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Corresponding

50-Pin
Wire color 66 Block Connector
(wire/stripe) Connection  Pair # Pin #

WHT/BLU ALM 1 26

= BLU/WHT RTN 1 1 1
r— WHT/ORG ALM 2 9 27
= ORG/WHT RTN 2 2
= WHT/GRN ALM 3 3 28
= GRN/WHT RTN 3 3
= WHT/BRN ALM 4 4 29
= BRN/WHT RTN 4 4
— WHT/GRY ALM 5 5 30
= GRY/WHT RTN 5 5
— RED/BLU ALM 6 6 31
e BLU/RED RTN 6 6
= RED/ORG ALM 7 . 32
= ORG/RED RTN 7 7
r— RED/GRN ALM 8 8 33
= GRN/RED RTN 8 8
e RED/BRN ALM 9 9 34
—t BRN/RED RTN 9 9
= RED/GRY ALM 10 10 35
— GRY/RED RTN 10 10
r=— BLK/BLU ALM 11 11 36
= BLU/BLK RTN 11 1
— BLK/ORG ALM 12 12 37
— ORG/BLK RTN 12 12
pr— BLK/GRN ALM 13 13 38
= GRN/BLK RTN 13 13
— BLK/BRN ALM 14 14 39
— BRN/BLK RTN 14 14
f,: BLK/GRY ALM 15 15 40
= GRY/BLK RTN 15 15
= YEL/BLU ALM 16 16 41
— BLU/YEL RTN 16 16
= YEL/ORG ALM 17 17 42
— ORG/YEL RTN 17 17
r— YEL/GRN ALM 18 18 43
= GRN/YEL RTN 18 18
— YEL/BRN ALM 19 19 44
— BRN/YEL RTN 19 19
= YEL/GRY ALM 20 20 45
— GRY/YEL RTN 20 20
— VIO/BLU ALM 21 21 46
r— BLUNIO RTN 21 21
r— VIO/ORG ALM 22 29 47
= ORG/NVIO RTN 22 22
r— VIO/GRN ALM 23 23 48
= GRN/VIO RTN 23 23
— VIO/BRN ALM 24 ” 49
r— BRN/VIO RTN 24 24
r— VIO/GRY GND 5 50
a= GRY/VIO GND 25

Optional 66 block pinout for Discretes 1-24
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Corresponding

50-Pin
Wire color 66 Block Connector
(wire/stripe) Connection  Pair # Pin #

WHT/BLU ALM 25 26

= BLU/WHT RTN 25 1 1
— WHT/ORG ALM 26 9 27
= ORG/WHT RTN 26 2
WHT/GRN ALM 27 28

— GRN/WHT RTN 27 3 3
= WHT/BRN ALM 28 4 29
= BRN/WHT RTN 28 4
— WHT/GRY ALM 29 5 30
= GRY/WHT RTN 29 5
— RED/BLU ALM 30 6 31
e BLU/RED RTN 30 6
— RED/ORG ALM 31 7 32
— ORG/RED RTN 31 7
r— RED/GRN ALM 32 8 33
— GRN/RED RTN 32 8
e RED/BRN CTRL 1 NO 9 34
— BRN/RED CTRL 1 CO 9
= RED/GRY CTRL 2 NO 10 35
= GRY/RED CTRL 2 CO 10
= BLK/BLU CTRL 3 NO » 36
e BLU/BLK CTRL 3 CO 1
— BLK/ORG CTRL 4 NO 12 37
— ORG/BLK CTRL 4 CO 12
r— BLK/GRN CTRL 5NO 13 38
= GRN/BLK CTRL5 CO 13
— BLK/BRN CTRL 6 NO 14 39
— BRN/BLK CTRL 6 CO 14
= BLK/GRY CTRL 7 NO 15 40
= GRY/BLK CTRL7 CO 15
= YEL/BLU CTRL 8 NO 16 41
— BLU/YEL CTRL 8 CO 16
= YEL/ORG FANO 17 42
r— ORG/YEL FACO 17
= YEL/GRN Unused 18 43
I — GRN/YEL Unused 18
r— YEL/BRN ANA 1 — 19 44
r— BRN/YEL ANA1 + 19
= YEL/GRY ANA 2 — 20 45
— GRY/YEL ANA2 + 20
— VIO/BLU ANA3 — 21 46
— BLUNVIO ANA3 + 21
r=— VIO/ORG ANA4 — 2 47
= ORG/NVIO ANA4 + 22
= VIO/GRN ANA5 — 23 48
— GRNNIO ANA5 + 23
— VIO/BRN ANA 6 — ” 49
r— BRN/VIO ANAG + 24
r— VIO/GRY GND 5 50
a= GRY/VIO GND 25

Optional 66 block pinout for Analogs 1-8/Discretes 25-32/Relays 1-8
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4.12 Optional 66 Block Connector (864A)

Both of the 50-pin connectors on the back panel of the NetGuardian can be connected to the optional 66 block, 25
pair block (part number D-PR-966-10A-00). See Figure 6.10.1 for pinout and color code information for Discretes
1-48 and Figure 6.10.2 for pinouts and color code information for Discretes 49—-64, Relays 1-8, and Analogs 1-6.

Note: The 66 Block supports termination of 22 - 26 AWG (0.81 - 0.41mm) solid insulated cable or 18 -
19 AWG (1.02 - 0.91mm) solid stripped cable. DPS recommends using 24 AWG wire (solid).

Note: If connecting to a 50-pair split block, all connections should be made on the two pin columns closest to the
right-hand side of the block.

RTN* is the alarm return pin. Alarms on standard units are dry closure or ground closure. Most units
will have RTN internally tied to GND. However, special hardware assemblies may have RTN isolated

66 Block connections for Discretes 1-48

LLLLLLELLLRLLUULUL RGO LELALLLLLLLELLLLELLLELLULY

Corresponding

50-Pin
Wire color 66 Block  Connector
(wirefstripe) Connection Pair # Pin #

WHT/BLU ALM 1 3 26
BLUMHT ALM 2 1

WHT/ORG ALM 3 2 27
ORGMHT ALM 4 2

WHT/GRN ALM 5 9 28
GRNWHT ALM B 3

WHT/BRN ALM 7 4 28
BRNAWHT ALM & 4

WHTIGRY ALM 9 5 30
GRY/WHT ALM 10 5

RED/ELU ALM 11 % 31
BLU/RED ALM 12 ]
RED/ORG ALM 13 7 32
QRG/RED ALM 14 T
REDIGRN ALM 15 8 33
GRN/RED ALM 16 8
RED/BRN ALM 17 8 34
BRN/RED ALM 18 g
REDIGRY ALM 18 10 35
GRY/RED ALM 20 10
BLK/BLU ALM 21 1 36
BLU/BLK ALM 22 11
BLK/ORG ALM 23 12 37
ORG/BLK ALM 24 12
BLK/GRN ALM 25 13 38
GRN/BLK ALM 26 : 13
BLK/BRN ALM 27 14 39
BRM/BLK ALM 28 L 14
BLK/GRY ALM 29 ik 40
GRY/BLK ALM 30 15
YEL/BLU ALM 31 16 41
BLUIYEL ALM 32 16
YEL/IORG ALM 33 17 42
ORG/YEL ALM 34 17
YEL/GRN ALM 35 18 43
GRN/YEL ALM 36 18
YEL/BRN ALM 37 19 44
BRN/YEL ALM 38 : 19
YEL/GRY ALM 28 20 45
GRY/IYEL ALM 40 20
VIO/BLU ALM 41 29 46
BLUNID ALM 42 21
VIO/ORG ALM 43 2 a7
ORGVID ALM 44 22
VIO/GRN ALM 45 22 48
GRNNVIO ALM 48 23
VIO/BRN ALM 47 24 49
BRN/VIO ALM 48 24
VIOIGRY RTN 25 50
GRYNIO GND 25

from GND. For details regarding your unit's hardware, please reference the product description

appendix.
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Corresponding
50-Pin
Wire color 66 Block  Connector
wire/stripe) Connection  Pajr # Pin #
e WHT/BLU ALM 49 1 26
i BLU/MWHT ALM 50 1
= WHT/ORG ALM 51 2 27
ol ORG/WHT ALM 52 2
—— WHTIGRN ALM 53 3 28
i — GRNMHT ALM 54 3
e WHT/BRN ALM 55 4 29
e BRN/WHT ALM 56 4
WHTIGRY ALM 57 5 30
iy GRYMHT ALM 58 5
. RED/BLU ALM 59 3
ey BLURED ALM 60 6 6
~§=———————— RED/ORG ALM 61 7 32
. ORGIRED ALM 62 7
it REDIGRN ALM 63 8 33
. GRNIRED ALM 84 8
REDVBRN CTiCO 9 34
. BRN/RED CT1SW g
RED/GRY cr2c0 10 35
e GRY/RED) CT25W 10
BLK/BLU CTico 1 36
BLU/BLK CTIswW n
= ORGIBLK CT4SW 12
ol BLK/GRN CT5CO 13 38
et e GRMNIBLK CT55W 13
BLK/BRN CTeCO 14 30
g BRN/BLK CTESW 14
== — BLK/GRY CT7CO 15 40
S GRY/BLK CT7SW 15
T — YEL/BLU CTaco 16 41
e ——————— BLU/YEL CTBSW 16
YEL/ORG FANO 17 42
ORGIYEL FACO 17
A [ — GRMNIYEL Unused 18
—_ YEL/BRN ANA1 - 44
e BRMNMYEL ANAT + 3 19
— YELIGRY ANA 2 - 20 45
GRYfFYEL ANA 2 + 20
5:: VIOBLU ANAZ = 21 45
s pE— BLUAID ANA 3 + 21
T VIOIORG AMNA G — a9 47
e ORGANIO ANA 4 + 22
e, VIOIGRN ANAS — 23 48
e mmm— GRNAID ANAS + 23
VIO/BRN ANAB — 24 49
e BRNAVIO ANAB + 24
VIOIGRY RTN" 25 50
— GRYMWIO GND 25

66 Block connections for Discretes 49—64, Relays 1-8, and Analogs 1-6

RTN* is the alarm return pin. Alarms on standard units are dry closure or ground closure. Most units
will have RTN internally tied to GND. However, special hardware assemblies may have RTN isolated
from GND. For details regarding your unit's hardware, please reference the product description
appendix.
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4.13 Discrete Alarms

Dry Contact Contact to Ground

NetGuardian case NetGuardian case

o

— Batt.

Note: Make sure that grounds have a common reference —
this is usually done by tying grounds together.

Discrete alarm points can connect as a dry contact or a contact to ground

This device features 16 discrete alarm inputs — also called digital inputs or contact closures. Discrete
alarms are either active or inactive, so they're typically used to monitor on/off conditions like power
outages, equipment failures, door alarms and so on.

The NetGuardian's discrete alarm points are single-lead signals referenced to ground. The ground side
of each alarm point is internally wired to ground, so alarm points can connect either as a dry contact or
a contact to ground.

In a dry contact alarm: The alarm lead brings a contact to the ground lead, activating the alarm.

In a contact to ground alarm: A single wire brings a contact to an external ground, activating the
alarm.

You can reverse the polarity of each individual discrete alarm point, so that the alarm is activated when
the contact is open. This is done with a software configuration change.
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4.14 Analog Alarms

The NetGuardian's analog alarm inputs measure continuous ranges of voltage or current. Analog
alarms are typically used to monitor battery voltage, charging current, temperature, humidity, wind
speed, or other continuously changing conditions. The measurement range of the analog channels is -
90 to +90 VDC or 4 to 20 mA. To configure the analogs for current sensing (4 - 20mA) please review
the next section for jumper position.

You can use analogs 1 through 4 to monitor whatever you like. Analogs 5 and 6 are pre-configured to
monitor Battery A and B. Read the following table to see where to connect the analogs.

Analog # Connection
ANA 1 User-definable; connects to the 50-pin amphenol.
ANA 2 User-definable; connects to the 50-pin amphenol.
ANA 3 User-definable; connects to the 50-pin amphenol.
ANA 4 User-definable; connects to the 50-pin amphenol.
ANA 5 Pre-configured to monitor Battery A.
ANA 6 Pre-configured to monitor Battery B.

By default, the analog inputs are configured to measure voltage. You can switch the analog inputs to
measure current by resetting jumpers on the NetGuardian circuit board.

4.14.1 Switching Analog Alarms to Current Operation

By default, the analog inputs are configured to measure voltage. You can switch the analog inputs
to measure current by changing the SW Shunt to be enabled in WebEdit > Analogs.

NOTE: Care should be taken when setting SW Shunt. Verify the voltage is 5VDC or less before setting
SW Shunt to enable.

Note: Setting SW Shunt to Enable inserts a 250-ohm shunt resistor across the input. This must be
taken into account when defining the analog input reference scale.

Jumper installed for current

Current
Analog — —
4to0 20 mA
SHEbEheRg 250 Ohm Channel — Jumper [ Analog
Transducer Input J20 ANA 1
J21 ANA 2
Jumper removed for voltage J22 ANA 3
Voltage J |_ J |
! J23 ANA 4
Analog Unjumpered/Open Position: Jumpered/Closed Position:
Velize Suie: Channel Voltage Operation (default) Current Operation
Transducer Input

Jumper settings for analog alarms inputs.

5. Slide the top cover of the case back into position and replace the screws.
6. Reconnect and power up the NetGuardian.



4.14.2 Analog Step Sizes

Analog Step Sizes
Input Voltage Range | Resolution (Step Accuracy
Size)
0-5V .0015V +/- .05V
5-14 V .0038 VvV +/- .14V
14-30 V .0081V +/- .30V
30-70 V .0182 Vv +/- .70V
70-90 V .0231V +/- .90V

Analog step sizes

5 NetGuardian Front Panel

NetGuardian @3 832A
'/ 4 5 £ e’“ ’
"%@/".@ TSy TIITTI: 0 @

D-PH-NETGE —cCran— Monu Sal

J# ops miecom « support s58-454-1600 « www.dpstole.com

[ Diiisensars ]
1 3 3 4
[ ]
. . Temp
v A

NetGuardian Front panel

LED Status Description
Status Flash!ng Green |Application |s. runnln.g
Flashing Red Boot Loader is running
Config Solid Green No system alarms
Solid Red System alarm active
Flashing Red New alarm
Alarm - -
Solid Red Standing alarm acknowledged
Analogs |Red An analog alarm is active
Off/Green All sensor alarms are clear
Relays Green A relay is in the latched position (closed)
Off All relays are released (open)
D-Wire Red Sensor alarm active
Off/Green All sensor alarms are clear
Solid Green Net 1 and Net 2 linked
Linked Blinking Green  |Net 1 or Net 2 linked
Off Net 1 and Net 2 are down
Modem Flashing Green |Transmit over Modem port
Flashing Red Receive over Modem port
_ Flashing Green |Transmit over expansion port
Expansion - - .
Flashing Red Receive over expansion port
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Data Ports |Flashing Green |Transmit over indicated data port
1-8 Flashing Red Receive over indicated data port
Front Panel LED Descriptions

51 Craft Port

; D-PK-NETG6 \—Craft—
Use the front panel craft port to connect the NetGuardian to a PC for onsite unit configuration. To use
the craft port, connect the included USB download cable from your PC to the craft port.

5.2 D-Wire External Sensors

Digltal Sen5c-r5

NetGuardian D-Wire Sensor Ports

The ports on your NetGuardian labeled D-Wire Sensors support up to 32 total sensors (if multiple D-
wire ports are present). Your NetGuardian powers and communicates with your D-Wire sensors via
simple RJ-11 connections. You can chain 16 sensors to each D-Wire port on the NetGuardian, but not
exceeding 32 D-wire sensors between all of the ports. The NetGuardian's internal temperature sensor
counts as the first sensor on D-Wire Port 1.

The max cable length depends on the number of sensors daisy chained together. The cable lengths
and corresponding number of sensors can be seen in the table below.

Maximum Cable Lengths

Number of | Spec’'d || Number of| Spec’d || Number of | Spec’d || Number of | Spec’d
Nodes Max (ft) Nodes Max (ft) Nodes Max (ft) Nodes Max (ft)

1 800 9 150 17 15 25 50

2 700 10 125 18 i 26 50

3 475 11 125 19 50 27 50

4 350 12 100 20 50 28 50

9 275 13 100 21 50 29 50

6 225 14 100 22 50 30 40

7 200 15 5 23 50 31 40

8 175 16 15 24 50 32 40

Maximum Cable Lengths
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Note: Some sensors may consume 2 analog channels (the combined temp/humidity sensor, D-PK-
DSNSR-12002, for example).

Connecting D-Wire Sensors

Warning: Be sure to only use a straight-through RJ-11 cable (part #D-PR-901-10A-XX, pinout
below) to connect any digital sensor port on the NetGuardian to the In jack on a D-Wire sensor. Chain
additional sensors to the D-Wire sensor (using the same straight-through cables) from the Out jack on
the previous sensor to the In jack on the next (i.e. Out on sensor 4 to In on sensor 5).

Pinout for the NetGuardian and D-Wire Sensor RJ-11 jacks

The D-Wire line of sensors includes temp/humidity, additional analogs, discretes, and more. Contact
DPS at 1-800-693-0351 for information about available D-Wire sensors.

For details about configuring your sensors though the web interface, see the Sensors section of this
manual.

Easily Daisy Chain D-Wire

o ' w
d J
iif
Sensors Using RJ11 Cables e

6 Quick Start: How to Connect to the NetGuardian

Most NetGuardian users find it easiest to give the unit an IP address, subnet and gateway through the
front craft port (TTY interface) to start. Once these settings are saved and you reboot the unit, you can
access it over LAN to do the rest of your databasing via the Web Browser interface.

Alternative option: You can skip the TTY interface by using a LAN crossover cable directly from your
PC to the NetGuardian and access its Web Browser. See Section 8.
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6.1 ...via Craft Port (using TTY Interface)

The simplest way to connect to the NetGuardian is over a physical cable connection between
your PC's USB port and the unit's USB craft port. Note: You must be connected via craft port or
Telnet to use the TTY interface. Make sure you are using a standard A-B USB cable (this same
cable is commonly used for USB printers) to make a USB craft port connection. We'll be using
TeraTerm and Putty to connect to the unit in the following example - however, most terminal-
emulating programs are also compatible.

USB Craft Port
Cable

NetGuardian

PC with terminal emulator,
such as HyperTerminal
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When you first connect the NetGuardian to your PC via USB, the drivers will be searched for and
installed automatically. Typically, a message for "Setting up a Device" will show, followed by
"Device is ready" if successful.

NOTE:
Now that the driver has been installed, a new COM port is being emulated on your PC. Before

using TeraTerm or Putty, you must confirm the identity of that new COM port (COM1, COM2,
COMa3...) in the Windows Device Manager.

Pin to Quick access

Manage

Pin to Start
TortoiseSVN

Map network drive...

Disconnect network drive...

Create shortcut
Delete

Rename

Properties

1. Rightclick the "My PC" icon on yor desktop, then click "Manage"

A Computer Management = o *
File Action View Help
€= zm BE
& Computer ManagementiLocal [ ~ A DESKTOP-BEMELVB Actions
v [} Syster Tools i Audie inputs 3nd autputs T =

(B) Task Scheduler 0 Computer XSS ANnge

[3] Event Viewer = Disk drives More Actions

] Shared Folders @ Display adspters

\Q- Local Users and Groups. - DVD/CD-ROM drives

(&) Performance B Firmware

& Device Manag ( Human Interface Devices
v {2 Storage gh 3 Imaging devices

== Disk Managerment = Keyboards

_’< Services and Applications @ Mice and other pointing devices
[l Monitors

3 Nebwork adapters
v §7 Other devices
Bl Unknown device
@ Ports (COMALLPT)
= Print queues
7 Printers
[ Processors
By Security devices
B Software companents
B Software devices
i Sound, video and game controllers
S Storage controllers
B System devices
& UCMCLIENT
§ Universal Serial Bus controllers
= WED Print Provider

< >

2. Click "Device Manager" in the left pane.
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& Computer tanagement =; o X
File Action View Help
e nF B HR 2 kXE

A Computer Management (Local | v & DESKTOP-BSMELVE Actions
v [ System Tools B Audio inputs and outputs z
(@ Task Scheduler = Computer Daziceapuce &
[E] Event Viewer o Disk drives Mare Actions »
a3z, Shared Folders @ Display adapters
& Local Users and Groups - DVDYCD-ROM drives
(®) Perfarmance B Firrmware
& Device Manager (i Hurnan Interface Devices
v {3 Storage 3= Imaging devices
& Disk Management = Keyboards
£y Services and Applications @) Mice and other pointing devices
& Manitors

& Metwork adapters

v Y Other devices
B Unknown device

i Ports (COM & LPT)
W Communications Port (COMT)
W Intel(R) Ackive Management Technology - SOL (COM3)
ﬁ USE Serial Device (COMA)

= Print queues

0 Printers

O Processors

B7 Security devices

I Software components

B Software devices

<

4] Sound, video and game controllers
Sy Storage controllers

B System devices

& UCMCLIENT

@ Universal Serial Bus contrallers
= WSD Print Provider

3. Expand the "Ports (COM & LPT)" section in the right pane. Look for "USB Communications Port
(COMXx)". Note the number of the COM port ("COM4" in the example above).

Now that you know which COM port to use, it's time to launch your terminal software (such as
TeraTerm or Putty):

For TeraTerm:

Tera Term T

-
pp.
GEE e TeamViewer

Apps
- Tera Term
i teraterm-4.105.exe

B ogiunch

@ TeamViewer

% Microsoft Teams R
Search the web . Tips

L tera esults - TortoiseSVN
£ terazosin v

tera term ™ video Editor

- VMware

] Voice Recorder

,0 teratogen
P teracopy

P teratoma
w

B westher

O 5 M|
4. Search "TeraTerm" in your computer's search bar OR click the start menu and scroll to find
TeraTerm folder > TeraTerm application.

L terabyte




5. By default, a new connection window will pop 6. Select Setup > Serial Port.

up. If it does not, select File > New Connection.
Select "Serial" and select the COM port found
earlier in Device Manager.

Gl

File

Edit S Torg Term: Mew connection

OTCPAP

History
Telnet 22

SSH S5H2

Other
AUTO

@ Serial Port: | COMA: USB Serial Device [COM4]

Cancel Help

7. When prompted, enter the default user
name admin and password dpstelecom.
NOTE: If you don't receive a prompt for your
user name and password, check the Com port
you are using on your PC and make sure you
are using the cable provided. Additional cables
can be ordered from DPS Telecom.

A COMA - Tera Term YT — m] x
File Edit Setup Control Window Help

9. ESC to the main menu. When asked if you'd
like to save your changes, type Y for Y)es.
Reboot the NetGuardian to save its new IP
configuration.

Select the following COM port options:

* Bits per second: 9600

* Data bits: 8

* Parity: None

« Stop bits: 1

* Flow control: None
Once connected, you will see a blank screen.
Press Enter to activate the configuration
menu.

Tera Terrm: Serial port setup and connection >
Port: COM4 ~ | New setting
Data: 8 bit ~ Cancel
Parity: none ~
Stop bits: 1 bit v Help
Flow control: none ~
Transmit delay
EI msecichar EI msecfline

Device Friendly Name: USB Serial Device ([COMA4)

Device Instance ID: USB\VID_04D8&PID_000M586C64FG6808
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Yersion: 10.0.19041.2130

< >

8. The NetGuardian's main menu will appear.
Type C for C)onfig, then E for E)thernet.
Configure the unit's IP address, subnet mask,
and default gateway.

W COMA - Tera Term YT — [m]
File Edit Setup Control Window Help

ord:
1sConfigOk: s==171480
[Read=5A23 Computed=ASDC ok=1
Logged in successfully.

NetGuardian 8320 G6 v1.GB.@155 BGA
[DPS Telecom, Inc.

C>onfig Pling p(Rloxy Dlebug e(®dit ?




34

Hetl Config
Linked
DHCP abhled

: 19.8.58.28

: 18 <18
: 00.18.81 .01 .FF.FF <@80.

U>nit ﬂd§r< S>ubnet Glateway DXHCP Hrost me(Trric

<ESCY

p(0>utetahle MNet(1> MNet(2) S>taticRoutes
RyesetCertAndKey T>CP (ESC> 7 {—

[E>thernet D>CP_ L)ockdown S>tats ndUdram
se{RYial re(Bdoot <ESC)> ?

Do you want to save changes (y/H> = I

For Putty:

Find and open the Putty application on your computer. Under "Basic Options," type the port found from
device manager (i.e. COM#) and set the speed to 9600.
Change the connection type to serial, and select "Open."

&8 PuTTY Confiquration ? X
Category:
= Session B aszic options for your PuTTY session
N Specify the destination you want to connect to
. Keyboard Serial line Speed
- Bl [com4 | [3800
- Features Connection pe:
£ Window O55H @ Seial O Other | Telnet ~
- Appearance
- Behaviour Load, save or delete a stored session
Tlanslgtlon Saved Sessions
+- Selection |
- Calaurs
—|- Connection ?;flﬁal‘;lﬁ‘iuings " Load
- Drat .01,
. 1001175 E—
S'S°I:5’ 10.0.1.185
4 10.0.1.186
~ Serial 1001195 Delee
- Telnat 10.0.1.250 ha
- Rlogin
- SUPDLP Cloge window an exit:
O ways (O Never  (® Only on clean exit
About Help Cancel

NOTE: Additional COM port settings can be confirmed in the Serial category.

2 PUTTY Configuration ?

e

Categorny:
=I- Session Options controlling local senal lines
A Logging
= Teminal
- Keyboard Serial line to connect to Ohdd
- Bell
- Features
=1 WwWindow Speed [baud) E00
- Appearance
- Behaviour
- Tranzlation Stop bitz
+- Selection
- Colours

= Connection Flow contral HOMN/=OFF ~
- Data

Select a zenial line

Configure the senal ine

[rata bits

“& IIN “i “i

Parity Maone ~

- Pramy

- Rlagin
- SUPDUP

About Help Cancel

Once the session is open, follow steps 7-9 as listed above to finish the IP configuration.
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Now you're ready to do the rest of your configuration via LAN. Plug the NetGuardian into your LAN
and see the "Logging On to the NetGuardian" section to continue databasing using the Web Browser.

6.2 ..viaLAN

LAMN
Crossover Cable

NetGuardian
Connection through Ethernet port

To connect to the NetGuardian via LAN, all you need is the unit's IP address (Default IP address
is 192.168.1.100).

If you DON'T have LAN, but DO have physical access to the NetGuardian, connect using a LAN
crossover cable. NOTE: Newer PCs should be able to use a standard straight-through LAN cable and
handle the crossover for you. To do this, you will temporarily change your PC's IP address and subnet
mask to match the NetGuardian's factory default IP settings. Follow these steps:

1. Get a LAN crossover cable and plug it directly into the NetGuardian's LAN port.
Look up your PC's current IP address and subnet mask, and write this information down.

Reset your PC's IP address to 192.168.1.200. Contact your IT department if you are unsure
how to do this.

4. Reset your PC's subnet mask to 255.255.0.0. You may have to reboot your PC to apply your
changes.

5. Once the IP address and subnet mask of your computer coincide with the unit, you can access
the unit via a Telnet session or via Web browser by using the unit's default IP address of
192.168.1.100.

6. Provision the NetGuardian with the appropriate information, then change your computer's IP
address and subnet mask back to their original settings.

Now you're ready to do the rest of your configuration via LAN. Plug your LAN cable into the
NetGuardian and see Section 9, "Logging On to the NetGuardian" to continue databasing using the
Web Browser.

7 TTY Interface

The TTY interface is the NetGuardian's built-in interface for basic configuration. From the TTY
interface, you can:

¢ Edit the IPA, subnet, and gateway ¢ Set DCP info for T/Mon polling

e Configure primary port ¢ Ping other devices on the network

e Set unit back to factory defaults ¢ Debug and troubleshoot
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For more advanced configuration tools, please use the Web Browser Interface.

For Telnet, connect to the IP address at port 2002 to access the configuration menus after initial LAN/
WAN setup. Telnet sessions are established at port 2002, not the standard Telnet port as an
added security measure.

If you're using Windows 7 or later, then you'll need to install telnet before you can use the TTY
interface. To install telnet, open up your command line (type "cmd" into the search bar in the Start
Menu). Select cmd.exe to run the command line.

B§ C\Windowsisystem32\cmd exe L=

Torosoft Windows [Usrsion 6.1.76817 =
[Copyright <c> 2809 Microsoft Corporation. A1l mights reserved.

[G:sUsershdps >pkgngr #iu:"TelnetServer"
¢ :\Usersidps >

Programs (1)
N cmd.exe ——

Documents (6)

[2] zoom _index s

21 ascii_devices_rules_headerrule.htm

| TmonHelpFiles.tt

] build-impl.xml

|| HM_Ref_ContextPop_MapFilesxml

|| HM_Advanced_CommandLine_ INLxml
Files (3)

[2] zoom_indexjs

27 ascii_devices_rules_headermule.htm

[Z] ContainerPro Agent

7 See more results

[emd x| | Shut down | » |

From the command line, type in pkgmgr /iu:"TelnetServer" then press enter. When the command
prompt appears again, the installation is complete.

Menu Shortcut Keys

The letters before or enclosed in parentheses () are menu shortcut keys. Press the shortcut key to
access that option. Pressing the ESC key will always bring you back to the previous level. Entries are
not case sensitive.

7.1  Configure Serial Portvia TTY

Login: admin
Pasgwgr(.j; iiiiiiiiii
Logged in successfully.

NetGuardian 16 v1.0H.0045
{c)20812 DPS Telecom, Inc.

Clonfig Pling Dlebug elHlit ? C
Elthernet $)tats ni{Vlram re(Bloot (ESC) 7 E

Unit IP 1 192.168.1.108 (192.168.1.100)
Subnet Mask : 255.255.192.8 {255.255.192.0)
Gateway 1 255.255.255.255  (255.255.255.255)
Unit MAC : 00.10.81.00.45.8F

Ulnit Addr $S)ubnet Glateway (ESC) 7 U
Unit TP : 126.10.230.121
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Serial port configuration

1. To enter configuration setting for the Serial Port, login to the TTY interface and press C)onfig > pr(l)
maryPort.

2. Press the hot keys to toggle through the following options. (* Indicates default settings:)
NOTE: Default settings may not reflect the primary interface that shipped in the unit.

Port Type: 232*, 485, 202

Baud: 115200*, 57600, 19200, 9600, 4800, 2400, 1200

Parity: None*, even, odd

Stop bits: 1%, 2

3. Set the RTS head / tail if using 202. (Carrier time) Suggested settings are: head=60; tail=40; 0,0 if
using RS232.
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7.2 Set DCP Parameters

=]
PrillmaryPort ce(Blost (ESC) 7 1
Port Type : 202 Baud : 1200
Parity © oo Stop 3
Flow i Hene
RIS Head : 30 kTS Tail : 10
t[¥)pe Blaud Plarity S)top
Fllow Hlead Thail t{lloe (ESC) 7 U
(=100 (&)Mark (3)Space (-)OFF
(TiCoarselp (1)Finelp (2)Finelown (6)Coarselonn
t¥}pe Blaud Plarity S)top
Filow Hlead Tiail t(ne (ESC) 7 <
E)thernet DICP S)tats ndVlran
PrillmaryPort re(Blost [ESC) 2 D
DCP Unit 10 @ 1
Listen DCP : OVER SERTAL
UInitIDd Llisten (ESC) ? :I

Setting DCP Parameters
1. Login to the TTY interface and press C)onfig > D)CP.
2. Set the DCP Address (Unit ID).
3. Set the DCP listening type (toggle through the options). Choose over serial, over LAN*, or disabled.

Note: If not using DCP to communicate with a DPS master, set the address to 0 and disable listening.
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8 Connect to Network

This section provides step-by-step instructions on how to connect your NetGuardian 832A G6 Controller to your
network.

The following pictures and instructions depict either Windows 7 or Windows 10. Other operating systems will likely
be similar.

8.1 Change Your PCs IP

1. Plug LAN cable into PC.

2. Click START.

3. Select CONTROL PANEL.

4. Select NETWORK AND INTERNET.

5. Select NETWORK AND SHARING CENTER.

6. Click CHANGE ADAPTER SETTINGS in the left menu.

Contrel Pandd Home

View your basic network information and set up connections

e idich e " i S fall rap
] Y e b .
S;'I:;:'d"m'd | OPSTELECOM.PC Network 2 tnternet

(This computer)
View youar active networks Connect of ducannect
;h Hetwork 2 Accemstype  Imtemet
i} Wiok network Connections: § Local Ares Connection
Change your netwedking settings

T Set o windhess, browdbued, dial-up, od hoe, or VPN conmction oF sl U & ol o st ot

ireless, wieed, disl-up, of VPN netwark connection.

g ard sharing opticns
s Incated on other metwerk computers, ef change sharing settings.

HomeGroup
Intermet Opticns
Windows Fieewall

m

7. Find the appropriate adapter (most likely, this will not be a wireless connection).
8. Right-click the adapter.

9. Select PROPERTIES from the drop-down menu.

10.Click INTERNET PROTOCOL VERSION 4 from the menu.

[ et A G pmpemé‘ s
Networking

Connect using:
¥ Realtek PCle GBE Family Controller

This connection uses the following items:

% Novel Client for Windows

% Client for Microsoft Networks

=005 Packet Scheduler

.QFME and Printer Sharing for Microsoft Networks
& Intemet Protocal Viersion 6 (TCP/IPvE)

B Lt Protocol Verson & (TCP/Py4) |

-4 Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networkes:




40

11. Click the PROPERTIES button.

12. Click the radio button for the option that states "Use the following IP address:"
= |f this button is already selected, record information before changing it so that you can set it back later.
= |f "Obtain an IP address automatically" is an option, you don't have to record the IP address information.

Internet Protocol Version 4 (TCP/IPvd) Properties [

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
i %USE the following IP address:

| @ Obtain DNS server address automatically

) Use the following DNS server addresses:

I Validate settings upon exit @
oK | Cancel

13.Enter in an IP address that is within your G6's Subnet (see defaults below). When installing a new G6 that has
factory default settings, your PC's new IP should be 192.168.1.XXX (replace the XXX with any number from 1-
255, excluding the IP used by the unit (see defaults below).
= Default G6 Controller IP (Net 1): 192.168.1.100
= Default G6 Controller IP (Net 2): 192.168.1.101
= Default G6 Controller Subnet Mask: 255.255.255.0
14.Click OK and close the window.



8.2 Browse the Web Interface

1. Using the web browser of your choice, browse to the G6's unit's IP address.

2. The login form should appear. Enter the admin login information provided below and click Login.
= Username: admin
= Password: dpstelecom

Username: |admin |

Password:

wa |

3. Expand the Provisioning menu.

4. Click Ethernet.

5. Change the G6's default IP address, subnet mask, and default gateway to be compatible with your network.

6. Click Save at the bottom of the page to cache your changes. To commit changes to the unit, click Device
Access in red on the bottom left, then Write and Reboot.

Ethernet Settings

Provisioning MAC Address 00:10:81:00:fa:c0

Host Hame o

User Profiles

Ethernet

RADIUS Unit IP 192.168.1.100 (192.168.1.100)
Subnet Mask 255.255.0.0 (255.255.0.0)

. Ti

Enable DHCP

Gateway 255 255,255 255 (255.255.255.255)

User Metric (Priority) (10)

Persistent Alarm
Counters

Host Name —

MAC Address 00:10:81:00:fa:c1

Exp. Controls Enable DHCP O

Analogs | unit 1P 100686 (10.0.6.86)
Subnet Mask 255 256.0.0 (255.255.0.0)
Gateway 10.0.0.254 (10.0.0.254)
User Metric (Priority) (11)

[Accum. Timers

DNS Server 1 255255 255 255 (255.255.255.255)
DNS Server 2 255 255 255 255 (255.255.255.255)

|Static Routes

DNS Settings (Global)

Route 1

Interface

i Network IP (255.255.255.255)

E:II’;’F‘“':;““'“PS io Subnet Mask (255.255.255.255)
Gateway (255.255.255.255)
User Metric (Priority) (s)
Route 2
Interface
Network IP (255.255.255.255)
Subnet Mask (255.255.255.255)
Gateway (255.255.255.255)

user etric (Priority) [ )
[Advanced TCP Settings
[J This should only be used for slower networks. If you are experiencing
A - issues with TCP communication (such as web browsing or telnet), then
Force Max TCP Window Size set the Maximum TCP Window Size to a value that is less than what was

last used in parenthesis

Maximum TCP Window Size 16383 (Last window size: 64240)
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8.3 Restore and Connect

1. Return to the Internet Protocol Version 4 page on your PC.
2. Reset the IP address by typing in the numbers you recorded previously or by clicking the "Obtain an IP address
automatically" button.

Internet Protocol Version 4 (TCP/IPv4) Properties 0 [z

General | Alternate Conﬁgurah;l

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

-Etjhtzm an 1P address automatically
lse the following IP address:

[l @ Obtain DNS server address automatically

(7 Use the following DNS server addresses:

I Validate settings upon exit
OK Cancel HI

3. Click OK.

4. Log back onto the unit as described previously.

5. Click Provisioning.

6. On the System Settings screen, change your default user and password.
7. Save your changes.
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9 Quick Turn Up

The next sections of this manual will walk you through some of the most common tasks for using the G6. You will
learn how to send email notifications and send SNMP traps to your alarm master - all using the Web browser. For

details on entering your settings into each Web browser menu, the section "Provisioning Menu Field Descriptions"
section.

9.1 How To Send Email Notifications

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different naotifications.

Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 1 to
send emails.

Notifications

1d Notify On Type Details

1 Disabled
2 Disabled
3 Disabled
4  Disabled
5 Disabled ((Edit ]
6  Disabled
7  Disabled
8  Disabled

2. At the Notification Setting screen, use the drop down box to set what events to use for this notification. Now,
select the Send Email button and click Save and Next.

3. At the Email Notification screen, you'll enter your email server settings. Enter the IP address or Host Name of
your email server. NOTE: if using Host Name, make sure that DNS Servers settings are configured. Enter the
Port Number (usually 25) and the "To" Email Address of the technician that will receive these emails. If
authentication is required, chose the type and fill in the necessary fields. Click Next.

4. Atthe Schedule screen, you'll select the exact days/times you want to receive email notifications. You can set
two schedules per natification. For example, you may want to receive notifications at certain times during the
week, and at different hours on the weekend. Use the check boxes to select the days of the week, and select the
time from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)

Notification 1 (Schedule)

1d|sun [Mon [Tue |Wed [Thu|Fri_|sat [Notification Time _______________________________|

1 O @ [12 vh[0 ~min[aM v |to[171 ¥ h 53 ¥|min[PM v|
2 Ewﬁme @ [12 ¥lh[0 ¥|min[AM ¥|to[11 ¥ |h[59 ¥|min [PV v

[ Back ” Save and Finish ]

5. If you chose to test the email naotification you've just setup, you will prompted with a pop up . Click OK to send a
test email alarm notification. Confirm all your settings by checking your email to see if you've received it. NOTE:
This test only means that your notification settings are correct, but you still need to assign the notification to an
alarm point. See the next step.

6. Now you will associate this notification to an alarm (system, base, analog, etc.) You have 8 notification devices
available to use. Remember that Notification #1 in the Notifications menu corresponds to the first "Notifications"
column of check boxes "N1". (Notification #2 "N2" is the second column, and so on until Notification #8 "N8")



44

9.2 How to Send SNMP Traps

1. Click on the SNMP button in the Provisioning menu. Enter the SNMP GET and SNMP SET community strings
for your network, then click Save. The typical SNMP SET and GET community strings for network devices is
"public". As an added security measure, we've made our default "dps_public".

SNMP

Get Community dps_public

Set Community dps_public

Read and Write Access Access disabled E

SNMPv3 Engine ID 80000a7a03001081002f85

snmpv3uvsers
Id SNMPv3 Username Auth Type Auth Pass Priv Type Priv Pass

1 No Auth [~ | No Priv [~ ]

2 No Auth [~ | No Priv|[ =]

3 No Auth [~ ] No Priv =]

2. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 1 to
send SNMP traps to your alarm master.

MNotifications

Summary

Id Notify On Type Details

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5  Disabled
6 Disabled
7  Disabled
8  Disabled

3. At the SNMP Notification screen, you'll enter your network's SNMP settings. Enter the IP address of your

SNMP Trap Server. Enter the Trap Port Number (usually 162) and the Trap Community password. Click Save
and Next.

4. Atthe Schedule screen, you'll select the exact days/times you want to receive SNMP notifications. You can set
2 schedules per notification. For example, you may want to receive naotifications at certain times during the week,
and at different hours on the weekend. Use the check boxes to select the days of the week, and select the time
from the drop down menus. Click Save and Finish. To try a test notification, click the Test button (See next step.)
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Notification 1 (Schedule)

1d|Sun [Mon [Tue |Wed [ThulFri_|sat [Notification Time __________________|

1 sy time | © (121 [0_¥min (A ¥]to 11 ¥lh 59 V]min[PM v]
2 Ewﬁme ® [12%h[0 ~|min AM ¥|to[11 ¥ |h[53 ¥|min |[PM ~|

[ Back H Save and Finish l

5. If you chose to test the email naotification you've just setup, you will prompted with a pop up . Click OK to send a

test SNMP alarm notification. Confirm all your settings by checking your alarm master to see if the SNMP trap was
received.

NOTE: This test only means that your notification settings are correct, but you still need to assign the notification
to an alarm point. See Step 6 in "How to Send Email Notifications" for more detail.
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10 Logging on to the NetGuardian

For Web Interface functionality, the unit must first be configured with some basic network information. If this step
has not been done, refer to the NetGuardian User Manual for initial software configuration setup.

1. To connect to the NetGuardian from your Web browser, you must know its IP address or domain name if it
has been registered with your internal DNS. Enter it in the address bar of your Web browser. It may be helpful
to bookmark the logon page to simplify access.

2. After connecting to the NetGuardian's IP address, enter your Username password and click the Login button,
see image below.

NOTE: The factory default username/password is admin/dpstelecom.

3. Inthe left frame there is Monitoring menu button, a Provisioning menu button and a Device Access menu
button. Most of the software configuration will occur in the Provisioning menu. The following sections provide
detailed information regarding these functions.

Username: | |

Password: | |

| Login |

Enter your username/password to enter the NetGuardian Web Browser Interface.
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11 Provisioning Menu Field Descriptions

G6 configuration is performed from the Provisioning menus, the menu options in green on the left-side of the
web interface. The following pages provide a brief description of the options available in each menu.

Saving Configuration Changes to the G6:

At the bottom of each screen you access from the Provisioning Menu, you will see a Save button. Clicking Save
will cache your changes locally. The web interface will then prompt you to either Write your changes to the unit or
Reboot the unit for changes to take effect in the top-left corner of your browser. The relevant options will be

highlighted in the Device Access options.

NOTE: If the unit prompts you to both Write changes to the unit and Reboot, you will Write your changes first.
Rebooting without writing to the unit (if a Write is required) will cause you to lose your configuration changes.

[I:'IeaSe WRITE to the unit after you are finished with your changes!
Flease REBOOT the unit for changes to take effect!

Status messages on the G6 Device Access menu, inform you how to implement your changes

Device Access
Backup Config
Read

Initialize
Get Log

Purge Log
Reboot

Device Access
Backup Config
Read

Initialize
Get Log
Purge Log
Reboot

The control menu highlights items that must be completed for your changes to take effect
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11.1 System

From the Provisioning >

System menu, you will configure and edit various global settings that apply widely. You

can also save/erase logs and backup/restore device configurations.

J> DPs Telecom NetGuardian 832A G6

Network Monitering Solutions Home | Upload | Logout {admin}

¢
;
i

)

7l¢H

! a5 =

-] o

3|7 H

= Ei
ﬁﬁlﬁé E

HVAC Control

Ping Targets
Modbus Devices
Modbus Registers

Date and Time

! FE AAF
T e
' :

System Settings

‘

Name [HvAC Comtrolleres |
Location |Fresr::1 CA |
Contact |55e-454-1800 |
Sound on COS {Web Browser Monitoring)
Web Mode
Terminal Mode
Multiload Access
LCD Pin
| Disable DCP '® DCP over LAN | DCP over Serial
DCP Unit ID / Protocol [1 | £ [DTPx v |
DCP over LAN port / Protocol 2004 / [UCF v
Expansions
Get Sensor History (Analog Readings) Recent All Records [ Ersse Sensor History |
Get Alarm Log (Discrete Events) Recent All Records |_E'BSET’¥'\LGQ|
Get Combined Log Recent All Records [ Erase History And Logs|
Name: HVAC Controller G&
Current backup details [?] Timestamp: 8/11/2021, 3:14:21 AM
Status: Valid For Current Firmware
On-board backup [2] | Updaie an-board backup |
Invalidate backup config [?] |  Invatidate backup config |
Validate backup in web [2] |M|
Restore backup and reboot [2] | Restore backup |

Escrow empty or invalid

Current escrow details [2] {Use upload link to load config inte escrow)

Invalidate escrow config [?]

Validate escrow in web [2]

Restore escrow and reboot [7]
| Save |

The Provisioning > System menu

Global System Settings

Name A name for this unit. (Optional, useful for coordination & notifications)
Location The location of this unit. (Optional, useful for coordination & notifications)
Contact Contact telephone number for the person responsible for this unit. {Optional field)

Sound on COS

Checking this box enables Sound on COS when viewing the Alarms, Sensors, Ping
Targets, or System Alarms page under the Monitor menu.

Web Mode

HTTP on port 80 or HTTPS on port 443. Changes will only go active after reboot.
(Default HTTPS - Port 443)

Redirect HTTP to
HTTPS

Only available when web mode is HTTPS - Port 443. When enabled, opens port 80 for
sole purpose of redirecting to landing page of HTTPS server. When disabled, leaves
port 80 closed and browsing to http://<ip address of unit> will yield a connection
refused message. (Default = Enabled)

Terminal Mode

Telnet on port 2002 or SSH on port 2002. (Default - Telnet on port 2002).

Multiload Access

"Allow Access" or "Require Login". When set to "Allow Access", unit will allow direct
navigation to the Upload page (for updating firmware, web image, or config) without
needing to authorize for user access. This can help with recovery of unit, but may not
be desired in secure deployments.

LCD PIN

Passcode used to unlock Device Setup on the Touchscreen (Default: 123456)
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DCP Responder Settings (For use with T/Mon)

Disable DCP, DCP
over LAN / Serial

Select one of these 3 options to send DCP protocol over LAN, serial, or
disable DCP completely.

DCP Unit ID

User-definable ID number for the target unit (DCP Address).

DCP Unit Protocol

Drop-down menu of available protocols for use with DCP Address.

DCP over LAN port

Enter the DCP port for the target unit. (UDP/TCP port)

LAN Protocol

Drop-down menu of available protocols for use over LAN.

Expansions

Select the number of expansion units connected to the unit.

Sensor and Alarm History

Get Sensor History

Download a log of all configured analog and sensor values. Also, "Erase" button to
clear the history.

Get Alarm Log

Download a log of the device's recent alarm history. Also, "Erase" button to clear the
log.

On-board Configuration Backup

Current backup
details

If backup has been created, displays the Name, Timestamp, and Status of the on-

board backup.

e Name: System Name of the stored backup configuration.

e Timestamp: Unit time when backup configuration was created. Note that this time
may be before the time when the on-board backup was last updated, particularly in
cases where the configuration had been live for some time before later updating the
on-board backup.

e Status: Indicates whether backup configuration is valid for current firmware, or gives
additional instruction when the backup is not valid for current firmware. Usual causes
of an invalid backup result from a firmware version change without subsequently
updating the on-board backup.

On-board backup

Creates a backup of the current written and active configuration.

Invalidate backup
config

Erases the saved backup configuration from the unit.

Validate backup in
web

Exercises a "Device Access > Read" operation, except that the unit will read in the
values from the backup configuration rather than the active configuration. The values
read into the web interface can be validated in the edit interface and written back to the
unit as an active configuration. When doing this, the current local user profiles will be
applied to the backup configuration instead of restoring the backup configuration's local
user profiles.

Restore backup and
reboot

Reboots the unit and restores the onboard backup configuration - rather than the active
configuration. This will restore the local user profiles from the backup configuration.

Escrow Web Validation

Current escrow
details

On power up, will show escrow empty or invalid. By using the multiload interface, a
backup configuration (previously downloaded from "Device Access > Backup Config")
can be uploaded to the escrow location for web validation before going active. When a
config has been uploaded to escrow, this will show the Name, Timestamp, and Status,
similar to the on-board configuration above.

Invalidate escrow
config

Explicitly erases the escrow configuration from the unit.

NOTE: Uploading a new configuration will overwrite the previous escrow configuration.
NOTE: Rebooting the unit without restoring a configuration from escrow will erase the
escrow configuration.

Validate escrow in
web

Exercises a "Device Access > Read" operation, except will read in the values from the
escrow configuration rather than the active configuration. Works similarly to on-board
configuration backup validation.

Restore escrow and
reboot

Reboots the unit with a message to the bootloader that it should attempt to boot using
the escrow configuration rather than the active configuration. This will restore the local
user profiles from the escrow configuration.
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11.2 User Profiles

Clicking User Profiles gives you access to modify the default username and password, and to edit the
administrator profile and create up to 7 additional unique user profiles, each with different access rights to the
NetGuardian's web interface.

DPSTeiecom NetGuardian 832A G6

Networlk Monitoring Solutions Home | Upload | Logout {admin)

User Profiles Summary

Id Username Status

1 admin Default (Administrator Profile)
Suspended

Suspended

Suspended

Suspended

Suspended

Suspended

Suspended

Provisioning

Syctam

:gll'ﬂ
AR
NHEHE
2 R

(=TI = | I ¥, IR R B N

Counters

nirol

Configure access privileges for users in the User Profile screen

To create or edit any of the 8 user profiles (including the Admin), click the Edit button. From there, you can change
all configurable settings for a user profile.

User Profile
Suspend this Profile |If this box is checked, the profile will not be able to access the unit.
Username Enter a username or a user description
Password Enter a unique user password NOTE: All passwords are AES 128 encrypted.

Confirm Password |Re-enter the password.
Access Rights
Check all Enables all Access Rights
Edit logon profiles |Enables the user to add/modify user profiles and password information.

Write Config (change |Enables the user to change the unit config by accessing the Write feature in the
unit configuration) [control menu.

View monitor pages |Allows the user to access Monitor menu options.
Send relay commands |Allows the user to send commands to operate the device's control relays.

TTY access (access via|Grants the user access to the unit via TTY interface (via craft or telnet).
Craft port or via Telnet)

Initialize config to Allows the user to use the Initialize option in the Device Access menu, resetting

factory defaults the unit to factory default settings. All user settings will be lost.
Upload new firmware, |Allows the user to upload firmware or backed-up configuration files.
or config
Get audit log Allows the user to access the Audit Log (Get Log command).

Purge (delete) audit log |Allows the user to deletes the existing audit log.
Get (backup) config [Backs-up all user profile configuration settings.

Get and delete analog
history

Allows the user to access and delete the analog and sensor history.

User profile field descriptions



11.3 Ethernet

The Edit > Ethernet menu allows you to define and configure Ethernet settings.

Provisioning

User Profiles

Persistent Alarm
Counters
Exp. Controls

Exp. Analogs

Ping Targets

Ethernet Settings

MAC Address 00:10:81:00:fa:c0

Host Name | | ()
Enable DHCP
Unit IP 192.168.1.100 (192.168.1.100)

Subnet Mask 255.255.0.0 (255.255.0.0)

255255 255 255 (255.255.255.255)

User Metric (Priority) | 10 | (10)

MAC Address 00:10:81:00:fa:c1

Gateway

Host Name | | ()

Enable DHCP ]

Unit IP [10.0.6.86 | (10.0.6.86)
Subnet Mask |255.255.0.0 | (255.255.0.0)
Gateway [10.0.0.254 | (10.0.0.254)
User Metric (Priority) | 1 | (11)

DNS Settings (Global)

DNS Server 1 [255.255.255.255 | (255.255.255.255)

DNS Server 2 |255.255.255 255 | (255.255.255.255)

Static Routes

Route 1
Interface

Network IP [255.255.255.255 | (255.255.255.255)
Subnet Mask |255.255.255 255 | (255.255.255.255)
Gateway |255.255.255 255 | (255.255.255.255)
User Metric (Priority) |5 | (5)

Route 2

Interface

Network IP [255.255.255.255 | (255.255.255.255)
Subnet Mask |255.255.255 255 | (255.255.255.255)
Gateway [255.255.255.255 | (255.255.255.255)
User Metric (Priority) |6 | (6)

Advanced TCP Settings

[ This should only be used for slower networks. If you are experiencing
issues with TCP communication (such as web browsing or telnet), then
set the Maximum TCP Window Size to a value that is less than what was
last used in parenthesis

Force Max TCP Window Size

Maximum TCP Window Size 16383 (Last window size: 64240)

The Provisioning > Ethernet menu
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Ethernet Settings (Many are separate for Net 1 & Net 2)

MAC Address

Hardware address of the NetGuardian. (Not editable - For reference only.)

Host Name

Used only for web browsing. Example: If you don't want to remember this NetGuardian's
IP address, you can type in a name is this field, such as "MyNetGuardian". Once you
save and reboot the unit, you can now browse to it locally by simply typing in
"MyNetGuardian" in the address bar. (no "http://" needed).

Enable DHCP

Used to turn on Dynamic Host Connection Protocol. NOT recommended, because the
unit is assigned an IP address from your DHCP server. The IP you've already assigned
to the unit becomes inactive. Using DHCP means the unit will NOT operate in a T/Mon
environment.

Unit IP

IP address of the NetGuardian.

Subnet Mask

A road sign to the NetGuardian, telling it whether your packets should stay on your local
network or be forwarded somewhere else on a wide-area network.

Gateway

An important parameter if you are connected to a wide-area network. It tells the
NetGuardian which machine is the gateway out of your local network. Set to
255.255.255.255 if not using. Contact your network administrator for this info.

User Metric (Priority)

Used to prioritize one network over another (Net 1 vs. Net 2) when making an outbound
connection. The network gateway with the lower metric is the default gateway; the
network gateway with the higher metric is a fallback gateway.

DNS Server 1

Primary IP address of the domain name server. Set to 255.255.255.255 if not using.

DNS Server 2

Secondary IP address of the domain name server. Set to 255.255.255.255 is not using.

[Static Routes]

Options for creating a static route to a designated subnet through a specified gateway.
The "User Metric (Priority)" is used for prioritization similar to network behavior; any
matching static routes with a lower metric will be attempted before those with higher
metrics.

Advanced TCP Settings

Force Max TCP
Window Size

The defined TCP window size is used. (For low-bandwidth networks)

Maximum TCP
Window Size

Sets the TCP receive window size.

NOTE: DNS Server settings are required if a hostname is being used for ping targets.
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11.4 RADIUS

RADIUS (Remote Authentication Dial In User Service) is an industry-standard way to manage logins to many
different types of equipment in one central location. The G6 connects to your central RADIUS server. Every time a
device receives a login attempt (usually a username & password), it requests an authentication from the RADIUS
server. If the username & password combination is found in the server's database, an affirmative "access granted"
reply is sent back to the unit device, allowing the user to connect. You can access the RADIUS page by clicking
on Provisioning menu > RADIUS link. See image below.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

g
=]
=1
c
w

Provisioning

Retry
User Profiles Time-out
Ethernet servers
RADIUS IPA |255.255.255.255 | (Disabled)
Seral rorts Port 1812
MNotifications FEEE | |
Persistent Alarm IPA |255.255.255.255 | (Disabled)
Counters Port 1812
Secret | |

Provisioning > RADIUS

Global Settings

Retry Enter the number of times the RADIUS server should retry a
logon attempt
Time-out Enter in the number of seconds before a logon request is timed
out
Server 1 & Server 2
IPA Enter the IP address of the RADIUS server
Port Port 1812 is an industry-standard port for using RADIUS
Secret Enter the RADIUS secret in this field

After successfully entering the settings for the RADIUS server, the G6 Web Browser will prompt users for both a

Username and Password, which will be verified using the information and access rights stored in the RADIUS
database.

RADIUS logons are case-sensitive. If the RADIUS server is unavailable or access is denied, the master password
will work for craft port access only. Also, the "dictionary.dps" files (included on the Resource Disk) needs to be

loaded on the RADIUS server for access-right definition. If RADIUS is enabled on the G6, the local authentication
will not be valid.
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11.5 Serial Ports

The Provisioning > Serial Port menu allows you to change settings depending on the port type of your G6

this menu, you can select a mode of operation and enable reach-through serial port functionality.

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout (admin)

Serial Port Settings

System ID Description

1 [Serial Port 1

BlRFI12H
EAERLAEY =
= b E.
151" B
F =
7 (<]

Location

4Serial Ports

=L Serial Port 1, the 1st

port from the top
left corner of the
back of unit.

Notifications

q Advanced<< >

Port Configuration Reach-Through
Port Type: Baud: Parity: Stop Bits:
[9600  ~| | &-bit data, no parity | [ Enable Reach-

RTS head: RTS tail: T

Bort: Type:

3000 TCP v
Note: RTS head and RTS tail configurations are in ms. Improperly configured head and tail imes
may produce timing issues when configured with an R5485 half-duplex connection.

2 |[Serial Port 2

‘ Advanced>>

3 [Serial Port 3

‘ Advanced>:>

4 |Serial Port 4 ‘ Advanced>>

5 |Serial Port & ‘ Advanced>>

6 [Serial Port6 | Advanced>>

7 [Serial Port 7 | Advanced>>

8  [Serial Port 2 | Advanced>>
HVAC Controls 9 [Modem Port | Adv: d=:>
HVAC Controller -

10 |Expanswon Pert ‘ Advanced>>

Modbus Devices

7 S
Modbus Registers

L] - s m B(momow
s - » » o
& HHEH B
= & I g = 3
g AR EE
3 g a 8 AR
g 37(% |2 i 3| ¢
] - -] n " “ E
z| |8 £
§ i

The Provisioning > Serial Ports menu

Location

Reminder that the primary serial port is located on the back of the unit chassis.

Port Configuration

Select the serial port for your build of the unit. Choose from

Port Type 232, 485...
Baud, Parity, and Stop Bits| Select the appropriate settings from the drop-down menu.
Useful for RS485 serial connections, and especially
RTS Head Y
necessary when configuring 485 half-duplex.
RTS Tail Useful for RS485 serial connections, and especially

necessary when configuring 485 half-duplex.

Reach-Through

Enable Reach-through

Checking this box enables the port to be used as a
terminal server. Most commonly used to Telnet through the
port over LAN to a hub, switch, or router. From a
command prompt, type the following (note the spaces
between each entry):
telnet [IP address] [port]
Example: telnet 192.168.1.100 3000

Port Port number used for reach-through to a serial device.
Select TCP or UDP traffic to be passed through to a serial
Type device. Can also be set to "proxy" for establishing proxy

reach-through from a TTY interface.

. From



11.6 SNMP

The Provisioning > SNMP menu allows you to define and configure the SNMP settings.

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout (admin)

ey T
i%gs-
7| g
JHNHE:

SNMP

Global Settings

Get Community

Set Community

Read and Write Access
SNMPv3 Engine ID

|dps_public

|dps_public

[ SNMPv3, SNMPvZc. and SHMPVT v |

| 50000a720300108100fac0

Auth Type  Auth Pass

Id SNMPv3 Username

3

SNMP
Notmncations
Persistent Alarm
Counters

Exp. Controls

1| | NoAuth v | | | |

2 | | [Nouth v | | | |

3 | | [NoAuth »| | | |
SNMP Menu

Global Settings

Get Community

Community name for SNMP requests.

Set Community

Community name for SNMP SET requests.

Read and Write
Access

This field defines how the G6 may be accessed via SNMP. This can be set to the

following:

¢ Access Disabled- Restricts all access to unit via SNMP

e SNMPv2c only- Allows SNMPv2c access only

e SNMPv2c and SNMPv1-Only- Allows SNMPv1 and SNMPv2c access

e SNMPv3, SNMPv2c and SNMPv1- Allows SNMPv3, SNMPv2c and SNMPv1

access

Fields in the Provisioning > SNMP settings
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11.7 Notifications

From the initial Provisioning > Notifications menu, you will see which of the notifications are enabled, their type,
and details. Click on the Edit link for one of the notifications to begin configuration. Once you have entered the
Edit menu you will be given the option to set the status type of alarms which will trigger a notification. Entering the
status drop down box offers you the following options:

1. Natification disabled.

2. Notify on both alarms and clears.

3. Notify on alarms only.

4. Notify on clears only.

The NetGuardian 832A G6 offers 4 types of naotifications. Select one of these options under the type section:
1. Send Email.
2. Send SNMP.
3. Relay Groups.
4. Speaker.

Once your options have been selected you must click the Save and Next button to proceed for further
configuration. Clicking the back button will take you to the previous Notification page. Click the TEST link to
initiate a test of the notification to ensure your configuration settings are valid.

T DRS Tetecom NetGuardian 832A G6

rumiman

1d  MNotify On Tvpe Details
Bath SHMP 126.10.218.204 lem|[mnt) D
Baoth Onboord Speaker Sound: Beep High Edk || Test
Cisabled Emad ? Ea || et

it |

‘Egégs

NetGuardian 832A G6

Hoiiicatian 1

Ii Clicking the Save and Next button does not save your settings. You will be required to Write your
settings to the device in order for you configurations to be saved. The NetGuardian 832A G6 will provide a prompt
reminding you of this requirement. You will access the Write option via the Device Access > Write menu.
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11.7.1 Notification Settings

Email Notification Fields

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

2

g AFREEAEER:
A R
agsiﬁ

|

g

"From" E-mail |
Address (Global)

“To" E-mail Address | |

How to authenticate

® Mo authentication
) SMTP authentication

Notification 3 (Email)

SMTP Server IP or | |
Host Name

Port (Usually Use 25 Note: When using TLS, most SMTP servers will require SMTP
SMTP or 587 for CI [ Use TLS authentication. Also, ensure NetGuardian unit time is set to
SSMTP) ensure server certificate validation.

te@dpstele net |

User name

Update Password

Confirm Password

Incude Legacy (G5) Email body includes only G6 style address. display. and point values. v

Point Mapping

Editing Email Notification Settings

Email Notification

SMTP Server IP or
Host Name

The IP address of your email server.

Port Number

The port used by your email server to receive emails, usually set to 25.

Use TLS

Check this box to use TLS encryption. Currently, this feature has been
tested with common email providers, like Gmail, Yahoo!, and others. As an
example, to send via Gmail SMTP server, do the following:

SMTP Server IP or Host Name should be set to "smtp.gmail.com”

Port number must be set to 587.

SMTP authentication radio button must be selected.

User name and password (below under "How to Authenticate") are the
user name and password for the Gmail account in use.

"From" E-mail
Address

Displays the email address (defined in the Edit menu > System) that the
NetGuardian will send emails from. Not editable from this screen. For
interoperability with SMTP servers, this defaults to the authentication
username.

"To" E-mail Address

The email address of the person responsible for this NetGuardian, who will
receive email alarm notifications.

How to Authenticate

User Name Full email address for the account (such as Gmail) being used.
Password will be updated if the "Update Password" and "Confirm Password"
Password fields contain an identical new password. If these are blank, the password

will not change. If the two fields do not contain the same new password, an
alert message will appear when you attempt to save.
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SNMP Notification Fields

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout {(admin)

Server IP

162)
Trap
C

Notification 3 (SNMP)

SNMP Trap

| |
|
|

Trap Port No.
(Usually Use

Trap Type
Trap

(v2c/v3)

HHAERBEIEHBABERA:E

A

RN R R R
g

Granularity

SHMPv1 v

All alam fraps use (1.3.6.1.4.1.2682.1.2 8999); clear traps use ((1.3.6.1.4 1 2682.1.2.5999). w |

Legacy (G5)

Trap -

Set/Clear Traps use Set/Clear values from the G Display Map. ~
values

SNMPv3 user

(see SNMP

menu)

Save and Next

Editing SNMP notification settings

SNMP Notification

SNMP Trap Server IP

The SNMP trap manager's IP address.

Trap Port No.

The SNMP port (UDP port) set by the SNMP trap manager to receive
traps, usually set to 162.

Trap Community

Community name for SNMP TRAP requests.

Trap Type

Indicate whether you would like to send SNMP v1, v2c, v2c inform, or
v3 traps.

Trap Granularity (v2c/v3)

Set whether traps generated by this natification type are sent with
generic (*.8999 for sets, *.9999 for clears) OIDs, of if they are
generated using granular OIDs designated in the G6 display mapping.

Legacy (G5) Trap Set/Clear
Values

Set whether traps generated by this natification type are sent using G6
granular OIDs, or if they are sent using G5 granular OIDs. Note that the
trap granularity setting takes priority over this field. Note also that
generic trap OIDs (*.8999 for sets, *.9999 for clears) will be used in G5
mode when a trap cannot be uniquely mapped to a G5 granular OID.

SNMPv3 user (see SNMP
menu)

When Trap Type v3 is selected, this determines the username,
authentication, and privacy settings to be applied to the trap. These
must be configured on the SNMP provisioning page.




Relay Group Notification Fields

7 pPs Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

[T vorfication 3 (Relay Group)

P —

[system | Operation Type # Momentary Latch

Relay 1: [

hemer Relay 2: -

RADIUS | ey

= Relay 4: [

Relay 5: [

ECC Relay 6:

Reley7: Relay 312

[Alarms | ey s
Relay 9: [ Relay 33: [

Persistent Alarm Relay 10: [ Relay 34: [

Counters Relay 11: || Relay 35: ||

[Exp. Alarms | Relay 12: [ Relay 36: [

Conerats Reloy 13: Reloy 37
Relay 14: [ Relay 38: [

o et e

g Relay 167 [ Relay 40: [

Relny 17: Reiny 41

Retay18: 0 Retay 42 0

Relw - Rl 4%
Relay 20: [ Relay 44: [

Relay 21: || Relay 45 |

ACums Relay 22: Relay 46:

rvac orm Assoc e =
Relay 24: [ Relay 48: [

Relay 25:

Relay 26: [

Relay 27:

_ Relay 28:

Rely 20, O

Relay 30: [

===

]

Editing Relay Group notification settings

SNMP Notification

When a natification event occurs, selected active relays will
Operation Type momentarily latch for the momentary time configured on the controls
provisioning page.

Momentary latch configured inside the control. Briefly latch and release

Active Relays a rely contact
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Speaker Notification Fields

DPSTei‘ecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Notification 4 (Relay Group)

Sound Selection
Save and MNext

Notifications

=HE 3
iéga
= (G )
¢ |15 8

Editing Speaker Sound natification settings

SNMP Notification
Enter the drop box to select the type of sound alarm from the speaker.
Select from the following:
Speaker Off
Speaker Tone
Speaker Siren
Speaker Beep Low
Speaker Beep High

Sound Selection

11.7.2 Notification Schedule

The notifications scheduling menu is where you will tell the G6 exactly which days and times you want to receive
alarm notifications. You set 2 different schedules for each.

Notification 1 (Schedule)

1d|sun [Mon [Tue Wed [ThulFri_|sat [Notification Time |

1 © ® [12 ¥|n[0 % |min[AM ¥|to |11 ¥|h[53 ¥ |min|[PM ¥
Anv Time e A — oo | ool | oo BeRhed —

2 M M M E e S
Any Time

[ Back ” Save and Finish ]

The Schedule creation screen

Notification Scheduling

Days of the week From either Schedule 1 or 2, check which days you want to receive notifications.

Select this is if you want to receive alarm notifications at any time for the day(s)

Any Time you've selected.

Tells the unit to only send notifications during certain hours on the day(s) you've

Notification Time selected.
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11.8 Alarms

Discrete alarms are configured from the Provisioning > Alarms and Provisioning > Exp. Alarms menus.

Alarms

Id Description Display Map

Rev.1 2 3 4 5 & 7 8

1 |Wast A Failure | Advanced< < L

0On Set: Qual. Time: Ossc

n Clear: Qusal. Type: OnSet  w
2 |Wast B Failure | Advanced=> [
3 |Esst A Failure | Advanced==
4 |EsstE Failure | Advanced>> [
5 |Central Failure | Advanced==
6 |Gen Room HVAC Failure | Advanced>=> [
7 |Zone 1 Smoke | Advanced==
8 |Z|:|ne 2 Smoke | Advanced>=> [
9 |Gen Room Smoke | Advanced==
10 |LI5-:—r.&Jarm 10 |Aduanced::-::- [
11 |User Alarm 11 | Advanced==
12 |LI5-:—r.&Jarm 12 |A4:Iuam:ed::-:=- [

| Save |

The Provisioning > Alarms menu
Basic Alarm Configuration
ID Alarm 1D number.
Description User-definable description for the discrete alarm point.

Rev (Reverse)

Reverse: Check this box to reverse the polarity of the alarm point.

Unchecked (Normally Open): Alarm is clear when contact is open and set when
contact is closed.

Checked (Normally Closed): Alarm is clear when contact is closed and set when
contact is open.

Notification Devices

Check which notification device(s), 1 through 8, you want to send alarm notifications
for that alarm point.

Advanced Alarm Configuration (Advanced>>)

User-definable description (condition) that will appear for the discrete alarm input on

On Set Set. Example: "Alarm".
On Clear User-definable description (condition) that will appear for the discrete alarm input on
Clear: "Example: "Alarm Cleared".
Qual. Time (Qualification| The length of time that must pass, without interruption, in order for the condition to
Time) be considered an Alarm or a Clear.

Qual. Type (Qualification
Type)

Allows you to choose whether you want to apply the Qualification Time to the alarm
Set, Clear, or Both.
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11.9 Persistent Alarm Counters

Persistent alarm counters are configured from the Provisioning > Persistent Alarm Counters menus. Configure
specific alarm points to track alarm events over time, with event counters that persist across device reboots. To
configure the Persistent Alarm, locate the alarm description and click the corresponding Advanced link to expand.

) DPs Tetecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Persistent Alarm Counters

Configure Persistent Alarm Counters

Provisioning

System d Enab  Description Display Map
User Profiles 1 | Persistent Alarm Counter 1 Details< < >
m Modify Values: Unlock: ]
Serial Ports Logged Point: Display: 1
_— 1
Notifications

Logging Config: Set Counter Value: 0

‘ Persistent Alarm

Counter Wrap Value: 959
Counters

Exp. Alarms Limit Log Writes:

Controls Last Configured: Needs Initial Configuration
Exp. Controls

5]

| Persistent Alarm Counter 2  Details>>
Analogs Persistent Alarm Counter 3  Details>>

S oA Persistent Alarm Counter 4 Details>>

Persistent Alarm Counter 5 Details>>

Wireless Sensors

Persistent Alarm Counter 6 Details>>

HVAC Alarm Assoc
HVAC Controls
HVAC Controller

Ping Targets

Persistent Alarm Counter 7 Details>>

® N o n b oW
O ooodo

Persistent Alarm Counter 8 Details>>

The Provisioning > Persistent Alarm Counters menu

Persistent Alarm Counter

ID Counter ID number.
Enab Enable and disable the counter.
Description Description for the Persistent Alarm Counter.

Details Settings

Which display the counter will monitor. (See Display Mapping in Reference section,
or click on Display Map at the top of the menu in the web interface).

Point Which point on the above display will be counted.

Display

Set Counter Value The starting value of the counter before it begins incrementing (usually zero).
Counter Wrap Value [ How many times the alarm will be counted before resetting to zero (max 65535).

Checking this box causes the alarm count to be held in RAM, and will only be written
to NVRAM when the NetGuardian is rebooted by the user. This means that if your
NetGuardian experiences an unexpected loss of power, it will lose its count.
This can occur if the mains power goes out, or if the NetGuardian is unplugged
during operation. Un-checking this box ensures that each count will be saved, at the
cost of increased wear on the NetGuardian's NVRAM.

Last Configured Displays date and time this alarm counter was last configured

Limit Log Writes
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11.10 Expansion Alarms
NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.
Expansion Alarms have the same functionality as Alarms. They are added as part of an expansion unit, depending

on your expansion configuration you will have the ability to select which expansion alarms to configure via the drop
down box. See image below.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Expa

QL Expansion 1 v |
e ——

Provisioning

Rev. 1 2 3 4 5 6 7 8

Id Description Display Map Dev O g
User Profiles
T Atmscen> 0 O O
m 2 |Exp1AIm2 |Advanced>> J (]
Advanced>>
e EICOITTE Goonesaz=> 1 @ 0

e
N | o-se qual Time:
Persistent Alarm on Clear: Qual. Type:
Counters<
4Exp. Alarms
Controls 4 [Exp1Am4 | Advanced=> O O
5 |Exp1AIm5 |Advanced>> ] I
6 [Exp1Ams | Advanced>> - u
7 [ExianT adncez2 O @ O
e 8 [ExpiAms | advanced>> O O
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11.11 Controls

The G6 control relays can be configured in the Provisioning > Controls and Provisioning Exp. Controls
menus. You can enter your own description for these relays and designate them to a notification device(s).

Controls
e e e T S |
Id Description Display Map i 2 3 4 5 &6 T B
13 |User Conirol 1 | Details<< [
Derived Description: | || Parse |
Momentary time {e.g. 500ms, 5=, 1m):

14 |User Control 2 | Details>>
15 |User Conirol 3 | Details== [
16 |User Conirol 4 | Details>>
17 |User Conirol 5 | Details==> [
18 |User Conirol 6 | Details>>
19 |User Conirol 7 | Details== [
20 |User Control 3 | Details>>
21 |User Control 9 | Details==> [
22 |User Control 10 | Details>>
23 |User Control 11 | Details== [
24 |User Control 12 | Details=> |
31 |Reserved | Details>>
32 |Reserved | Details==
33 |Reserved | Details>>
34 |Reserved | Details==
35 |Reserved | Details>>

i i : 3

The Provisioning > Controls screen
Basic Controls Configuration
ID ID number for the control relay.
Description User-definable description for the NetGuardian's control relay.
Details: Derived Define simple if-then automation for this relay. Leave blank for pure manual
Description operation. (see "Derived Controls" section for details and syntax)

Control on time (in milliseconds) when you execute the MOM command. Max limit

Details: Momentary Time of 600 seconds.

Check which notification device(s), 1 through 8, you want to send alarm notifications

Notification Devices for the control relay.
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11.11.1 Derived Controls

The G6's Derived Controls can be configured in the Provisioning > Controls screen. Each control can be
configured for Derived Control. Click on Detail to show the Derived Controls setting. Enter in a Derived Control
equation into the Derived Description field. Click on Parse to issue a parse command. The parse command is a
test that will attempt to parse the Derived Control equation. It will return with a "Parse Successful!" or "Parse
FAILED!" message. If "Parse FAILED!" is returned, there is an error in the syntax of the equation.

Controls
Y S TS |
Id Description Display Map 1 2 3 4 5 B 7 B
13 |User Conirol 1 | Details<< ]

Derived Description: | || Parse |
Momentary time (e.g. 500ms, 55, 1m):

14 |User Conirol 2 | Details==

15 |User Conirol 3 | Details==

16 |User Conirol 4 | Details==

17 |User Conirol 5 | Details=>

18 |User Control 6 | Details=>

19 |User Control 7 | Details=>

20 |User Gonirol 8 | Details==

21 |User Gonirol 8 | Details=>=

22 |User Conirol 10 | Details>>

23 |User Gonirol 11 | Details=>

24 |User Caonfrol 12 |Detail5:—:- L

31 |Reserved | Details=> [

32 |Resewed |Detai|5>:-

33 |Reserved | Details=>

34 |Reserved | Details==

35 |Reserved | Details==

Configure Derived Controls in the Provisioning menu > Controls screen > Details > Derived Descriptio

Virtual alarms and control relays can be created from derived formulas using the following operations:
_OR : Set the current operation to OR.
_AN : Set the current operation to AND.
_NO : Set the current operation to NOT
_XR : Set the current operation to XOR.
D : Tag to change the active display number.
C# : Used as a constant where # is either a 1 or a 0.
. . Used like a comma to delimit numbers.
- Used to specify a range of points.
S : Used like an open parentheses.
F : Used to end or close parentheses (All open parentheses must have a matching close
parentheses).

(Spaces included here are for readability purposes only.)

o Precedence of the operations are always left to right unless using S and F for parentheses.
¢ All number references can either be one or two digits.

_OR D1.3-5is logically equivalentto (1.3 1.4 || 1.5)



[e2]
o

_AND 1.3-5D2.6 _OR D3.7 is logically equivalent to ((1.3 && 1.4 && 1.5 && 2.6) || 3.7)

_OR D01.03-05 D02.06 _AN D02.07 D03.10.-12 is logically equivalentto ((1.3]| 1.4 || 1.5]] 2.6)
&& (2.7 && 3.10 && 3.12))

_AN D1.3-5D2.6 OR.7D3.10.12 is logically equivalentto ((1.3 && 1.4 && 1.5&&2.6) 2.7 ||
3.10]] 3.12))

_AN D1-2 : Control will parse

_OR S_ANDL1.1-2FS_AND1.3-4F is logically equivalent to (1.1 && 1.2) || (1.3 && 1.4)
_ORC1D1.1is logically equivalentto (1 ]| 1.1)

11.12 Expansion Controls

NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.

Derived Expansion Controls have the same functionality as Derived Controls. They are added as part of an
expansion unit, such as the NetGuardian E16 DX G2, which extends your available quantity of control relays.
When available, they will appear on this additional page of control relays. Depending on your expansion
configuration you will have the ability to select which expansion controls to configure via the drop down box. See
image below.

e DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

monitor IR
isioni \
Provisioning
User Profiles . |Exp 1Cil1 | 0 0
Rabws | Exp 1 CH2 |
; 2 |

Datailz> il
: i D) i
Derived Description: | || Parse |
Counters
m Momentary time (2.g. 500ms, 55, 1m):
Controls

4 [Expicid4 | O O
Exp- Controls Details>>
Bautwe: y |E 1CHls |

Xp

5
Details>> il e
Exp. Analogs
sensors____ [IENCIICACTT | - "

Details>>

The Provisioning > Exp. Controls screen



67

11.13 Battery

1. In the “Provisioning” section click the Battery link.

2. If you opened this menu after adding a new BVM Sensor to the D-Wire, a new ROM ID will be visible and
highlighted in yellow (indicating “detected and NOT configured”). If you add a new BVM Sensor while this menu
is open, simply click the ‘Rediscover’ button.

3. Select a String name and Jar number for this BVM Sensor.

4. Name the Voltage, Temperature, and Resistance sensors as desired (ex. “Jar 1 Voltage”)

5. Each time you add your first sensor to a new battery string, configure the string’s options at the top portion of
this menu (use the dropdown menu to select a string to change its settings). These string settings (including the
4 major & minor, over & under alarm thresholds) are common to all sensors in the string. Some settings, like
the Analog Channel for string voltage, are not directly related to your BVM Sensors but instead are related to a
separate analog input used to independently measure to total string voltage. 7. Repeat this process for each
sensor you add. Consider that, unless your PC is not easily accessible during installation, it is usually easiest to
plug in one sensor, configure it, then plug in the next sensor, and so on. This makes it obvious which physical
sensor you are configuring in the web interface.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Battery Health Monitoring

Battery String Configuration

Provisioning
m String: Battery String 1w
Hame ety St |
Ethernet
E Enableu
Serial Ports Blink Sensors in Order
owwr oo Scting
Notifications Id Channel Description 1 2 3 4 5 6 7 8
|iner Input A ‘
Persistent Alarm v Details>> Ui
Counters | ‘
Current Input A
[Exp. Alarms | current  [2 v
- Details>> m-
| ‘
Jar Voltage
Exn fo—t-nlc Jar Voltage
P ORU—— 9 Details>> oo
Battery
Anaiusg- Jar |JarTemperature ‘ 00
Temperature Details>>
Exp. Analogs
[sensors | Jar Resistance [Jar Resistance | 0o
- Details>>
: : (1 mine 200 hours, o
Resistance Read Interval Hours: |1 ‘ Minutes: |0 | interval disables resistance
HVAC Alarm Assoc measurement)
HVAC Controls
HVAC Controller (ROM ID color key: - detected and configured - detected and NOT configured
B - NOT detected and configured B - sensor type NOT supported )
Modbus Devices
Modbus Registers Sensor Association View Sensor I View Temperature | View Resistance |
m Id ROM ID String Jar Description
Variable Bindings 1 [EBai51e1000000m User Sensor v | | Internal A
User Senso "
Analog Delta 2 [28545bde0d00000d User Sensor v Internal B
System Alarms 3 [3d520e04500700d5 Dwire1 Identify

I
-

3262120100100379 BVM1
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11.14 Analogs

Analog alarms are typically used to monitor battery voltage, charging current, temperature, humidity, wind speed,
or other continuously changing conditions. To configure a user analog, simply fill in your description, thresholds,
and other fields listed in the table below, then click Save.

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout {admin)

User Analogs

Provisioning
Id Enab Description Display Map i 2 2 4 5 6 7 8
g
User Profiles 1 [Power Input A (| Details<< O d
<
M Scaling: Thresholds:
- Record Freq:
g Actual to Display Mju: -46.00
snme | Deadband:
Units: VDC to MnuU: -48.00
-
Qual. Time:
m Low ref: [-35 |to[-35 | MnO: -52.00
- Qual. Type: __OnSet v
FEEEET AT P High ref: [35 | to 35 | Mjo:  [-56.00
Counters
EXNTIE analog Gauge Type:
|
o 1 I o
Batterv
{ Analogs ®
EXp. rusaiogs
2 |Currem Input A |Detai|s>> O O

The Provisioning > User Analogs menu

NOTE: Analog channels 7 and 8 are for internal voltage monitoring (On a single power input build, channel 7 is

unused.)

User Analogs

Enab (Enable)

Checking the box in the Enab column enables monitoring of the analog channel.

Description

User-definable description for the analog channel

Notifications

Check which notification device(s), 1 through 8, you want to send alarm notifications for
this analog input.

Details

Record Freqg

The frequency with which the TempDefender G2 will record the analog reading

Deadband

The additional qualifying value the TempDefender G2 requires above/below your alarm
thresholds in order to set an alarm.

Units

The unit(s) of measurement reported by a connected analog input.

Low ref and High Ref

The low and high values for scaling voltage to your display units.

MjU (Major Under)
MnU (Minor Under)
MnO (Minor Over)
MjO (Major Over)

Threshold settings that, when crossed, will prompt the TempDefender G2 to set an
alarm. Recorded values less than an under value or greater than an over value will
cause alarms.

Discrete Input

Assign the alarm point associated with this analog.

Qual. Time (sec)

Length of time, in seconds, that an alarm point must be set before before an analog
can post.

Analog Gauge Type

Select the type of analog gauge represented in the Monitor>User Analogs>Gauge
View menu
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11.15 Expansion Analogs

NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.
Expansion Analogs have the same functionality as User Analogs. They are added as part of an expansion unit.
When available, they will appear on this additional page of user analogs. Depending on your expansion

configuration you will have the ability to select which expansion controls to configure via the drop down box. See
image below.

NetGuardian 832A G6

DPS Telecom

Network Monitoring Solutions

Home | Upload | Logout {admin)

1 [Exp 1AIg 1 | Details>> O
2 [Exp 1412 € Details<< > O
Scaling:
3 = Actual to
Notifications Record Freq: .
q Ty Thresholds:
Deadband: 1.00 MiU:  |-79.00
Persistent Alarm Uifis vDC to )
Counters qQual. Time: e Mnu: [-35.00
Qual. Type: Low |35 to Mno: [35.00
ontrols
ref: |35
;2%:_'3 rm | Expansion (Posts received alarms) v — Mjo: |79.00
ref: |35
Analog Gauge Type:
- : - \
None " ;
acunt | i 1 s vy
. 5 o 5 5
HVAC Controller 3 |Exp 1AIg3 | Details>> O
a [Exp 1AIg 4 | Details>> 0
Modbus Devices
T — 5 [Exp 1AIg5 | Details>> |

The Provisioning > Exp. Analogs screen
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11.16 Sensors

In this section, you can find the settings for your D-Wire Sensors. Most DPS sensors are automatically detected
and NOT configured (highlighted yellow in the web browser) when plugged into your DPS remote. Once your
sensor is plugged in, you will need to configure it using the ROM ID and sensor description you wrote down earlier
when plugging the sensor in (section Installing Your Sensors).

D-Wire Sensors

e The HVAC Controller supports up to 32 daisy-chained D-Wire sensors via its D-Wire input. Sensors
connected to the HVAC Controller will appear on the web interface. The background color of the ROM field
informs the user of the sensor's configuration state.

¢ One of the HVAC Controller's D-Wire sensor IDs is reserved for the internal temperature. The internal
temperature sensor measures a range of -40° F to 180° F (-40° C to 82.2° C) within an accuracy of about + 2°

e Basic configuration for the HVAC Controller's D-Wire temperature sensors can be accomplished from the
Provisioning > Sensors menu. From this screen, you can configure D-Wire sensors, select notification
devices, and set thresholds.

Sensors || - detected and configured - detected and MNOT configured | - NOT detected and configured
B - sensor type NOT supported )

Id ROM ID Description Display Map 1 93 4 85 s 7 8
1 [28b816caDdDD006s | |Chassis Tempersture | Details=> T
2 |283664M0p000062 | |Zons 1 Indoor Ambient 1 | Details< <
Thresholds:

Record Freg: L p——— | MjU:

: ype: MnlJ: 4200
Deadband: Temperature Units: "
Qual. Time: ®F Ot MnO:  [110.00
Qual. Type: M 153.00

FPost On: [ All Thresholds  w |

Analog Gauge Type:

None

-

[

[
_ |2Dne 2 Indoor Ambient 1 | Details>> [
- ST | Details>>

(281d3e31050000d0 | | | Details=> |
| | | | Details==

(= B ¥ I - ¥




71

Sensors

The sensor point number

ROM ID

The ID number found on the sticker of the temperature sensor node. Your HVAC
Controller will automatically detect the sensor ID when you plug a sensor into the
unit. The color of the sensor ID field will tell you the status of the connected sensor.
Green - The sensor is connected and properly configured.

Yellow - The sensor is connected but has not yet been configured (fill in your
configuration fields and click Save to configure the sensor).

Red - The sensor is not detected and configured (i.e. a previous configured sensor
is no longer connected).

Blue - The sensor is not supported by the HVAC Controller.

To reconfigure or disable the Sensor ID, simply delete any data in this field and click
Save.

The unit will refresh the sensor ID on that channel.

Description

User-definable description for the sensor channel.

Notification Devices

Check which notification, 1 through 8, you want to send alarm notifications for that
alarm point.

Details

Record Frequency

The amount of time, in minutes (min) or seconds (s), between each recorded
sensor value.

Deadband

The amount (in native units) that the channel needs to go above or below a
threshold in order to cause an alarm.

Qualification Time

The length of time that must pass, without interruption, in order for the condition to
be considered an Alarm or a Clear.

Qualification Type

Allows you to choose whether you want to apply the Qualification Time to the alarm
Set, Clear, or Both.

These settings are set to indicate the severity of the alarm depending on which

Thresholds threshold values have been passed. Enter values for Major Under (MjU), Minor
Under (MnU), Minor Over (MnQO), and Major Over (MjO).
Post On Select the threshold alarms to post: All thresholds, Major Only, Minor Only, Major

Over Only, Major Under Only.
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11.17 Wireless Sensors

Provisioning > Wireless Sensors

Configure a connected wireless receiver unit to gather analog values from a paired wireless extender unit

DPS Telecom

NetGuardian 832A G6

Network Monitoring Selutions Home | Upload | Logout (admin)

User Profiles

Notifications

AEBEE
ERERER RS <
g i H
= 3 in,
= 2 3 H
] -, =
: :

a

Persistent Alarm

Controls
Exp. Controls

Exp. Analogs

2| @ (o]
gz g
g3 g
§ < g

HVAC Alarm Assoc
HVAC Controls

Wireless Sensors

Module Address High
Module Address Low
Update Frequency (6 min - 720 hour)
Wireless Extender Type

Receiver Serial Port Serial Port 1 v
Fuel Level Change Detection

Read Frequency (6 min - 720 hour)
Level Threshold

Generator Running —
Update Frequency Thour (6 min - 720 hour)
Generator Point Reference Address ‘0 | Display‘ﬂ ‘ PointlU ‘

Save

Mote: Configure "Serial Port" settings for serial connection.

The Provisioning > Wireless Sensor menu

DSCP (XBee Wireless Sensors)

Module Address High

4-byte identification address that is automatically acquired when the DSCP device is
sync'd with the NetGuardian.

Module Address Low

4-byte identification address that is automatically acquired when the DSCP device is
sync'd with the NetGuardian.

Update Frequency

The rate that the DSCP device will collect information from the sensor.

Wireless Extender Type

The specific type of DSCP device (Propane Monitor, Track Monitor, etc...).

Receiver Serial Port

Specify which the serial port (1-8)

Fuel Level Change Detection

Read Frequency

The DSCP device will read the propane level at this frequency and will remember
the last read value. Input '0' to disable this feature.

Level Threshold

If the propane level reading differs by the Level Threshold value from the previous
reading, then the most recently read value will immediately be sent to the
NetGuardian once.

Generator Run Detection

Generator Running
Update Frequency

When the specified alarm point (from Generator Point Reference) is set, the timer
value for Generator Running Frequency will override the timer value for Update
Frequency (under Module Configuration). This takes effect after the next update.

Generator Point
Reference

Specify the Address, Display and Point attached to Gen. Running Frequency. Input
'0' to disable this feature.
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11.18 HVAC Units
Provisioning > HVAC Units

The G6 can configure 6 different HVAC units into 4 HVAC zones where they can be assigned. Each unit can be

assigned in multiple zones. When configuring the HVAC units, it is recommended to use central units that occupy
multiple zones as "Lag Only" and assign HVAC units that only occupy a single Zone as Cycle Lead. At all times, it
is best to maintain at least one Lead HVAC unit in each Zone.

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout (admin)

Provisioning

System

User Profiles

HVAC Units

HVAC Descriptions

HVAC Unit 1 [Collapse]

[HVAC Unit 1

Unit Test | Test Cool (5m) || Turn Off H Test Heat (5m) |
Ethernet =

Lead Behavior @ cycle Lead/Lag  ('Lag Only
Serial Ports Lead Cycle Time

Lag Priority ®nNormal U Low (Backup/Aux)

Fan Mode [ Controller Default v
Persistent Alarm HVAC Unit 2 [Advanced] |HVAC Unit 2 |
Counters

HVAC Unit 3 [Advanced] [HVAC Unit 3 |
Controls HVAC Unit 4 [Advanced] |H\.I’AC Unit 4 |
Exp. Controls HVAC Unit 5 [Advanced] [HVAC Unit 5 |

HVAC Unit 6 [Advanced] [HVAC Unit 6 |
Exp. Analogs
Wireless Sensors
HVAC Units D
HVAC Alarm Assoc
HVAC Controls
HVAC Controller
Ping Targets

HVAC Units
HVAC Unit # User defined name of HVAC unit.
5 minute tests of Cool/Heat will override the zone behavior and any "warm-up" or
Unit Test "cool-down" periods. "Turn off" is an option to force off a specified unit; this results in

the unit having to wait for the configured cool-down time before being allowed to cool
or heat again.

Lead Behavior

Cycle Lead/Lag = Can be assigned Lead if available
Lag Only = Will never be assigned as Lead

Lead Cycle Time

Amount of time before lead HVAC is tagged out for a new unit

If Low is selected, then this HVAC will only be activated once all other HVACs of

Lag Priority normal priority have been chosen and there is still a need to activate another unit.
Fan Mode relates to an HVAC units blower behavior: "Controller default" means that
the blower will be on only if cooling or heating. "Always on while lead" will keep

Fan Mode blower on if the unit is a lead unit, even when cooling or heating is not enabled.

"Always on" will turn the blower on permanently, unless some other error condition
forces the blower off (e.g. presence of smoke, HVAC unit reports a fault).
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11.19 HVAC Alarm Association

The alarm impulses from the HVAC Zones are abstracted from physical inputs, through virtual controls 49-64
("Controller Special Function Inputs"). This allows us to create combinations of different alarm points through the
Derived Control interface, allowing more complex alarm input behavior if needed.

Auto Association will automatically populate a simple Derived Control based on a discrete alarm input. Select the
desired discrete alarm input(s) for the HVAC function(s) and click 'Associate' to generate the appropriate Derived
Control to link a discrete alarm to the G6.

Manual Association allows you to manually parse a Derived Control for the indicated HVAC function, and allows
you to notify on these virtual points as well.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions

m HVAC Alarm Association
AP, |Auto Association
Provisioning

HVAC Function Discrete Alarm Input

Home | Upload | Logout (admin}

User Profiles

Serial Ports
Notifications
Persistent Alarm
Counters

Exp. Controls
Exp. Analogs

HVA

§HVAC Alarm Assoc .

HvAau <.

HVAC Controller
Ping Targets

49 - HVAC Unit 1 Failure Detected
50 - HVAC Unit 2 Failure Detected
51 - HVAC Unit 3 Failure Detected
52 - HVAC Unit 4 Failure Detected
53 - HVAC Unit 5 Failure Detected
54 - HVAC Unit 6 Failure Detected
55 - HVAC Zone 1 Smoke Detected
56 - HVAC Zone 2 Smoke Detected
57 - HVAC Zone 3 Smoke Detected
58 - HVAC Zone 4 Smoke Detected
59 - HVAC Zone 1 GenRun Detected
60 - HVAC Zone 2 GenRun Detected
61 - HVAC Zone 2 GenRun Detected
62 - HVAC Zone 4 GenRun Detected
63 - Commercial Power Fail

64 - Generator Test Mode

| Select Discrete Alarm Input (No change) v |

|Sele:l Discrete Alarm Input (No change) V‘

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

| Select Discrete Alarm Input (No change) v |

|Sele:t Discrete Alarm Input (No change) V\

Save Changes
Manual Association (Advanced)

Modbus Registers id Description Display Map 1 2 3 4 5 8
e
29 |HVAC_ Unit 1 Failure Detected O O
Variable Bindings Details>>
p3ta
s0 |HVAC- Unit 2 Failure Detected n 0
Analog Delta Details>>
51 |HVAC Unit 3 Failure Detected O O

Details>>
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11.20 HVAC Controls

This section contains the set of control relays that are dedicated to HVAC unit control relays. This are separate
from the general-purpose controls.

HVAC system Relays

Id Description Display Map

"
b
Ll
F=s
L%
(=1}
|
==

| HVAC 1 Compressor

29 |HVAC 6 Blower
30 |HVAC 5 Heater

|
2 |HVAC 1Blower | ]
3 |HVAC 1Heater | (]
4  |HVAC 2 Compressor | &
5 |HVAC 2 Blower | Ol
6 |HVAC 2 Heater | 0
7  |HVAC 3 Compressor | .
8 |HVAC 3 Blower | Cl
9  |HVAC 3 Heater | Cl
10 |HVAC 4 Compressor | Ol
11 |HVAC 4 Blower | Cl
12 |HVAC 4 Heater | Cl
25 |HVAC 5 Compressor | C
26 |HVAC 5 Blower | ]
27 |HVAC 5 Heater | C
28 |HVAC 6 Compressor | O

|

|

| Save
Provisioning > HVAC Controls
HVAC/Base Controls
Num ID number for the control relay.
Description Description for the HVAC Controller's control relay.
e . Check which notification device(s), 1 through 8, you want to send alarm notifications
Notification Devices for the control relay.
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11.21 HVAC Controller

See the Lead/Lag Behavior section for information on the HVAC's cooling and heating logic.

Standard Temp Control (Cooling)

Standard Temp Control {(Heating)

Comfort Temp Control (Cooling)

Comfort Temp Control (Heating)

HVAC Controller
HVAC Zone HVAC Fone 1w

1-WestA
2 - WestB
c e /3 -EastA
Unit Association 14 - EastB
F 5 - Central
6 - Generator Room
N . Commercial Power:
A A Generator Power:
Zone Role ' Cool . Heat ® Auto

Standard Mode Temperature Tangets

Begins cooling Any ambient sensor above
Stops cooling All ambient sensors below
Begins heating Any ambient sensor below

=
F
E
Stops heating All ambient sensors above E

Comfort Mode Temperature Targets

Begins cooling Any ambient sensor above E
Stops cooling All ambient sensors below E
Begins heating Any ambient sensor below F
Stops heating All ambient sensors above 5

Comfort Mode Duration Use Comfort temperature targets for
Lead /Lag Configuration

After[1  |[Min(s) v |: Zone calls next lag unit only if there is

Lag Call an ambient sensor above the high threshold (when cooling) or

below the low threshold (when heating)

Mote (Lag Support to finish run cycle): If 3 zone is running and ail ambient senscrs are below the high

thresheld but have not reached the low threshold {when cooling), or above the low thresheld but have not
reached the high threshold {when heating), a lag unit is called after 2 hours as support to finish a run cycle, so
the zone is not perpetually running.

Lead Adjustment Configuration
| Adjust Lead Swap Date/Time

Swap Date/Time Aug v L1285~  f12021 v | |11 v 200w [AM
Swap Timestamp Configuration [2] Maintain Swap Time Record Swap Time
Indoor Temperature Sensors
Ambient 1 | 233664ff0b000062 - Zone 1 Indoor Ambient 1w |
Ambient 2 [ --Mo Sensor Selected— |
Ambient Sensors
Ambient 3 [ ~Mo Sensor Selected-- v
Ambient 4 | ~Mo Sensor Selected— w|
Vent Temperature Monitoring
Unit 1 Vent [ 282664/0b000062 - Zone 1 Indoor Ambient 1w |
Unit 2 Vent [-No Sensor Selected— v
Unit 3 Vent [ ~No Sensor Selected— v
Vent Sensors
Unit 4 Vent [-No Sensor Selected— v
Unit 5 Vent [~Mo Sensor Selected— ]
Unit 6 Vent —Mo Senzor Selected-—- w |
HVAC Failure Threshold [?] Failure when not 'F  beyond target temperature.
Outdoor Temperature Sensors
Ambient 1 | =Mo Sensor Selected— v
Ambient Sensors
Ambient 2 [ -No Sensor Selected— |
Generator Configuration
# Disable " Enable
Generator Warm-up Time (0s-60m): [0 |

Cool-down Time (0s-60m): EI

Update Generator Control Assodation

Generator Run Output Sslect Control Qutput (Mo changs) W
Generator Load Apply Output Select Control Qutput (Mo change) |

Save
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HVAC Zone

HVAC Zone

Select which zone to configure.

Unit Association

Assign HVAC units to the selected zone. Units can be assigned to multiple
zones. A zone with no assigned units will appear as "Not Configured" or
"Suspended" in monitor interfaces.

Operational Limit

Restricts the number of HVACs that can be active under commercial or
generator power.

Standard Mode Temperature Targets

Standard Temp Controller
(Cooling)

Set the temperature thresholds at which HVACs will begin and end cooling

Standard Temp Controller
(Heating)

Set the temperature thresholds at which HVACs will begin and end heating

Comfort Mode

Comfort Mode

Similar to Standard cooling, comfort mode is designed to hold ranges more
comfortable for people when they are within the HVAC Zone.

Comfort Mode Duration

Time Comfort Mode will be active before switching to Standard Mode.

Lead Adjustment Configuration

Adjust Lead Swap Date/Time

Select this to change the timestamp of last swap. Useful for testing
purposes: by setting timestamp to 24 hours before the current timestamp,
you can trigger the lead swap.

Swap Date/Time

Timestamp of the last HVAC lead swap.

Maintain Unit Swap Time

When updating lead unit, swap time will be updated by adding the previous
lead unit's cycle time. This mode is better for scheduling lead cycles at a
fixed time; this mode prevents an expected forward drift in swap date/time
that accumulates when lead swap is delayed due to HVAC zone activity at
time of swap.

Record Unit Swap Time

When updating lead unit, swap time is set to the current unit time.

Indoor Temperature Sensors

Ambient Sensors

Sensors used to monitor temperature within the HVAC Zone.

Vent Temperature Monitoring

Vent Sensors

Sensors used to monitor how effective the HVAC is at reaching target
temperatures.

HVAC Failure Threshold

Triggers a failure alarm when the vent sensors are not within the threshold.

Outdoor Temperature

External Sensors

| Optional sensors to monitor temperatures outside of the HVAC Zone.

Generator Configuration

Generator

Enable if your HYAC environment will rely on generator power, otherwise
disable.

Warm-up Time

The length of buffer time between when the generator starts running and
when the the generator is ready to handle the power load.

Cool-down Time

The length of buffer time between when the generator load apply is switched
off and when the generator stops running.

Update Generator Control Association

Generator Run Output

Assign the control you want to use to turn on and off the generator.

Generator Load Apply Output

Assign the control you want to use to turn on and off generator load apply.
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11.22 Ping Targets

Each of the 32 ping targets can be provisioned with a description and an IP address. The G6 will issue a call to the
notification device configured in the Notifications section in the event a ping alarm occurs.*

Use the following steps to configure the ping targets:

1. From the Provisioning menu select Ping Targets.

2. Check the Enab box to designate that an SNMP trap will be sent when an alarm condition exists.
Leaving the box blank designates that an SNMP trap will not be sent when an alarm condition
exists.

3. Inthe Description field, enter a description of the device to be pinged.

4. Inthe Server (IP or Hostname) field enter the IP address or DNS hostname of the device to be
pinged.

5. Under the Notification Devices, check which notification device(s), 1 through 8, will send alarm
notifications in response to this alarm.

6. Click Save link to save the configuration settings.

*See Section 'Timers' to set ping response and fail times.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions. Home | Upload | Logout (admin)
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| variable Bindings 20
2
ystem ms

:

|Analog Delta 22
| Tir

[Date and ime __JEL

N
&

-
<
O 0 O o O ro o o O ros O eO O eo for O ro O PO o) O8O e O FO) O EO E0E O FO)

[Tooltips off [P

Export Tooltips to
Help File 28

000000000000 o0ogoooooooloo0oloooooioo|=
o om0 o

32 O

Configure the ping target parameters from the Ping Info page
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11.23 Modbus Devices

Modbus Devices

Modbus Interrogator Global Settings

Modbus Poll Delay

Modbus Poll Timeout
Send Motification on every register update
Send Modbus Data via DCP

ms (10 - 16000)
sec (1 - 255)

[ Readme

- Readme

Id Device Type Description

1 | Testing | Details= =
2 | Test 2 | Details=>=
3 |Test 3 | Details==
4 [Modbus RTU v | |Test7 | Details= >

|. Save |

Mote: Configure "Serial Port" settings for serial connection.

The Provisioning > MODBUS Devices

Global Settings

MODBUS Poll Delay

Delay between Modbus polls in milliseconds.

MODBUS Poll Timeout

Time duration before the MODBUS repsonse time fails in seconds.

Send Notification of
every register update

This option is used to send a notification whenever a MODBUS register is polled.
If the poll delay is too low this may cause some notifications to be lost.

Device Settings

ID MODBUS device ID.
Device Type MODBUS device type.
Connection TCP or Serial connection.

Host Name or IP

IP used for polling when using TCP Modbus. Unused otherwise.

TCP Port or Serial Port

TCP or physical serial port used when performing Modbus polling.

Modbus Address

Address of MODBUS device.

Device Register Offset

Amount to offset "MODBUS Address" by.

Threshold Mode

This will configure different threshold values based on MODBUS register values.
Threshold mode options:

1) "standard thresholds" - default threshold setting. Only one value of thresholds
will be used

2) "ldle/Running Thresholds: Status Register" - device idle thresholds will be
triggered based on the value of a status register.

3) "ldle/Running Thresholds: Point Reference" - device idle thresholds will be
triggered based on the value of a point reference.
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11.24 SNMP Alarms

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

SNMP Alarms

Provisioning
System

User Profiles L. . 1 2 3 4 5 6 7 8
enernet o C
: 2 |
(pemiz<= ) "
Enterprise (v1) /TrapOID (v2c/v3) Generic (v1) Specific (v1) Chain to next
[atarms [ ESRD | [caigstan(0) ST | O
Persistent Alarm
el | [colsStar(0) 2 (R
m Variable Binding 1 Value Contains Variable Binding 2 Value Contains
Set: [None v| | | g [MNone ~| | | &
Exp. Controls
clar: [Tone | | e g |-
Variable Binding 3 Integer Value Variable Binding 4 Integer Value
@ oG | s e 2 C—
. | 2 o T C—
5 |
HVAC Alarm Assoc TElERE 0 0
HVAC Controls | |
3
sl
| |
Modbus Devices 4
[Modbus Devices | e O 0
= < |
5
Details>> Ll =
5 |l |
Details>> C =

| | AA
The Provisioning > SNMP Alarms menu

Provisioning > SNMP Alarms > Details

SNMP Alarms Settings

ID SNMP Alarm ID number.

Description User-definable description for the SNMP alarm.

Check which notification device(s), 1 through 8, will send alarm notifications in

Notification Devices response to this SNMP alarm.

Advanced SNMP Alarms Settings (Details>>)

Enterprise/OID Enterprise OID for SNMPv1 or Trap OID for SNMPv2c.
Generic Generic Trap number for SNMP v1 only.
Specific Specific Trap number for SNMPv1 only.

If defined, additional OID (from equipment connected to control relay) to uniquely

Variable Binding OID identify the SNMP trap.

Value of the variable binding. Must be integer or string (when searching for a
Value (Contains) specific string, the string must be contained within the received trap variable binding
value). NOTE: Using a * in this field is like a "wild card" - any value is accepted.
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11.25 Variable Bindings

Variable bindings for the Trap Relay can be added using the Provisioning > Variable Bindings menu. Variable
bindings are additional OIDs (supplied by the manufacturer of the product connected to the control relay) used to
uniquely identify the SNMP trap.

DPS Telecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout (admin)
m Vvariable Bindings
Provisioning
—
wows [ '
N |
EE - |
o [T '
Persistent Alarm 5 |O |
Counters
s D |
I |
o |
s o |
0 o |
sensors [P |
2 o |
w o |
14 [0 |
e |
6 o |
=t |
Variable Bindings 18 |U |
Accum. Timers 19 |g |
20 [0 |
e ] 21 [0 |

The Provisioning > Variable Bindings menu

Editing Variable Bindings
ldx Index number for the binding.
oID OID of the variable binding. NOTE: Using a * in this field is like a "wild card" - any
value is accepted.
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11.26 Accumulation Timers

The G6's Accumulation Timer keeps a running total of the amount of time a point is in an alarm state to send an
Accumulation Event system alarm once the total time exceeds a defined threshold. Refer to Table 2.1 for field
descriptions.

. Use the following steps to configure the accumulation timer settings:

. Go to the Provisioning menu and select the Accum. Timers link, see picture below.

. Click on the Advanced link of the Accumulation timer you are going to configure.

. In the Point Reference field enter the corresponding alarm point to be monitored.

. In the Display Reference field enter the corresponding display number to be monitored.

. In the Event Threshold row enter the appropriate running total days, hours and minutes a point is in a
alarm state in order to send an accumulation event system alarm.

7. Click the Save link to save the configuration settings.

OOULh WN P

The Point Description, Point Status, Accumulated Time, and Accumulated Since fields are not configurable.
These fields will show the corresponding data of the point you configure for the accumulation timer after you have
hit the Submit Data button.

DPSTerecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Accumulation Timers
Accumulation Alarms

Id Description Display Map
—

1 [ ion Alam 1 { | Advanced<<
B, —

Point Reference D Address \:I Display D Point

Point Description [ Mot Configurad |

Alarm Thresheld D Days @ Hours D Minutes

ion Alarm 2 Advanced=>

ion Alamm 3 Advanced>

1 Alarm 4 Advanced>>

Exp. Controls

1 Alamm 6 Advanced==

ion Alarm 7 Advanced>>

| \
| \
| \
[ ion Alarm 5 | Advanced>=
| \
| \
| \

oo g oo oo
Orad g oo o g

ion Alarm & Advanced>>
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HVAC Alarm Assoc
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4 Accum. Timers
Delta

g
g

F1FIE]
dHE
g|4|8
&

= B
I

Define the Accumulation Timer settings to send an Accumulation Event alarm.
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Field Description
ID Accumulation Alarm ID number.
Description Description for the Accumulation alarm.

Notification Devices

Check which notification device(s), 1 through 8, will send alarm
notifications in response to this Accumulation alarm.

Advanced Detail

Address, Display and Point | Indicates which alarm point is to be monitored

Reference

Point Description

The user-defined description of the monitored alarm point.

Alarm Threshold

The amount of time allowed to accumulate before the "Accumulation

(Days, Hours, Minutes) Event" system alarm is set. Maximum is 45 days.

Table 2.1. Fields in the Accumulation Timer screen
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11.27 Analog Delta

Sometimes, simply checking the alarm threshold values of your analog sensors is not enough. The Analog Delta
feature allows you to define a discrete alarm to be triggered when your analog value changes too quickly, even if it
does not reach an alarm threshold. For example, if temperature or pressure begins rapidly changing, which can
cause damage to sensitive equipment.

DPS Telecom NetGuardian 832A G6

Network Monitering Solutions Home | Upload | Logout (admin)

Analog Delta Monitoring

Analog Delta Alarms

L . i 2 3 4 5 6 7 8
Id Description Display Map O 0O
_—
_
1 |Ana|ngDellaAlarm1 Advanced<<> O O
S
T —
Analog Type Disabled v Channel EI

Channel Description |Disabled - Unknown Channel |

Notifications
This alarm will be set if the difference between the highest and lowest observed

Analog Alarm Behavior values exceeds |0 | units in a |Osec Fnterval.
This alarm will self-heal and continue monitoring after standing for 1 minute.

Persistent Alarm

2 |Aﬂa|ug Delta Alarm 2 |Advanced>> 0 O
3 |Aﬂalog Delta Alarm 3 |Advanced>> O O
Exp. Controls
Battery 4 |Analog Delta Alarm 4 |Advanced>> O O
5 |Aﬂa|ug Delta Alarm 5 |Advanced>> o O
Exp. Analogs 6 |Aﬂalog Delta Alarm & |Advanced>> O O
7 |Analog Delta Alarm 7 |Advanced>> O O
HVAC Units 8 |Aﬂa|ug Delta Alarm & |Advanced>> 0 g
HVAC Alarm Assoc
HVAC Controls

HVAC Controller
Ping Targets
Modbus Devices
Modbus Registers

Variable Bindings

Acrum Timorc

o

H 1 g £ F2E
3 8 = = [l =
& g 2 g e
] a g T IR
"] Ir] -] -] S
% % 2 H
a

In the Provisions > Analog Delta menu, you can define a time period and maximum acceptable delta that will let
your G6 know how quickly a value is allowed to change, and how often to check for a change.

Field Description
Analog Type What kind of analog sensor is being monitored (Base, Expansion, D-
wire).
Which analog channel of the above type is being monitored.
Ex. "Base Analogs" and "1" would correspond to the first base analog
Channel in Edit > Analogs. "D-Wire Sensors" and "4" would correspond to the
fourth D-wire sensor field in Edit > Sensors (which may not be the
fourth node in the daisy chain, if any previous node uses more than
one field).
The maximum amount that the analog reading can change within the
given time period, in either direction, before the Analog Delta alarm is

Analog Alarm Behavior triggered.

NOTE: The difference measured is computed from the scaled reading
of the analog channel, not the raw voltage difference. See "Analog
Sensors" for more info on linear scaling using Reference 1 and
Reference 2.

Interval How often the NetGuardian checks the analog value for a change.
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11.28 System Alarms

See "Display Mapping" in the Reference Section for a complete description of system alarms.

System Alarms

Pnt Description Display Map State

33 Unit reset
34 NTP failed
35 Timed tick
36 Serial Rov full
37 Dynamic memory fufl
38 Notification 1 failed
30 Notification 2 failed
40 Notification 3 failed
41 Notification 4 failed
42  MNotification 5 failed
43  MNotification & failed
44 Notification 7 failed
45 Natification & failed Clear

46 HVAC Zone 1 Total Failure
47  HVAC Zone 2 Total Failure
48 HVAC Zone 3 Total Failure
49 HVAC Zone 4 Total Failure
51 Expansion 1 failed
54 DCP paller inactive _
57 Default configuration
58 Dipswitch Configuration
50 MAC address not sst
60 IF address not set
61 LAN hardware ermror Clezar

62 SNMP processing error
63 SNMP community error
64 LAN TH packet drop

The Provisioning > System Alarms menu
Editing System Alarms
Pnt (Point) The system alarm point number
Description Non-editable description for this System (housekeeping) Alarm.
Silence Check this box to choose to silence this alarm.
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11.29 Timers

Enter the amount of time in seconds (sec) or minutes (min), in each value field and click Save.

Timers

s —) |
Web Refresh (1s-60s):

How often web browser i refreshed when in monitor mode.
Sound Duration ([ 0s-30m, 0s=off)

How lang the spesker will sound when 2 reportzble alarm occurs.
DCP Poller Timeout {1m-30m, Os=off):

DCP polls must be received within this time interval or the DEP poller inactive alarm will |Smin |
=et,

Ping Cycle (55-30m, Os=off): (4min |
Time interval betwesn each ping cyde (0 seconds disables, 30 seconds minimum)

Web Timeout (1m-30m):

Maximum idle time allowed before the web interface will automatically logout.

HVAC Startup Delay (1m-30m)

Time between RTU power on and when HVYAC Controler is able to process sensor
status, Mote that HVAC units may not immedistely go active after this time, as HVAC
mirimum afftime is also enforced on startup.

HVAC Qualification Delay (1s-15s)

Qualification Timer when an HYAC unit is switching modes (e.g. Idle to Codling). This is
the amount of time that passes betwesn an impulse to change state (e.g. High Temp
Cooling Set, HWAC test button press) and when the new state is physically activated;
this can serve as an additional buffer in certain cases, such as an additional delay
betvieen a generator load apply signal and a following cooling trigger.

HVAC Trigger Delay (Global) (05-5m)

Minimum trigger time between HYAC Units entering into Heating ar Cooling mode. This
will prevent a steep current spike if muktiple zones simultanecusly enter into cooling [ 1emin |
mads; where multiple comprassors could be enabled in a short span of time; in this
casz, subssquent cealing calls will be delayed until the trigger delay timer elapses.
HVAC Minimum Offtime {1m-20m)

Enforced minimum off time for HYAC unit after running. Note this dees not apply to [2sec |
comfort mode and HVAC tests.

HVYAC Minimum Runtime {1m-20m)
Erfarcad minimum run time for HYAC unit when it bagins running. Note this does nat |sec |
apply to comfort mede and HVAC tests.

Proxy Timeout (Sm-30m)

Inactivity timeout that applies to s=rial proxy reach through connections established

|‘.sec |

|Esec |

[ 1emin |

[ 1min |

[ #min

from the Craft or Telnet/SSH interface; = proxy connection will be expired after |2zec |
receiving no data for this period.

Tirmed Tick {0s-60m, Os=off): =

Thiz is a 'heartbeat’ function that can be used by masters who don't perform integricy

checks.

Timed Tick Variation [used for daily or weekly timed tick): [Dsec

Format: Day of Week [optional}, Time of Day (military time}, Duration,
For example: "Mon, 17:10, 10min" or just "17:10, 10min".

Use thiz format to teggle "Timed tick” system alarm at specified time and for specified
duration, "Timed tick”™ alarm will be in Alarm for specified duration at a specified time.

=0

The Provisioning > Timers menu



11.30 Date and Time

Date and Time

Date Month [Aug w | Day 25 » | Year 2021 |
Time Hour Minute
Set Unit Time |
Enable NTP
NTP Server Address or Host | e ramp |
Name POCL TR
Time Zone | GMT-02:00 Pacsic Time |
[ TestWTF |
djust Clock for Da Saving Time [(DST
Enable DST
Month Weekday Hour
Start Day [Mar w | [Second Sunday W |
Maonth Weekday Hour
End Day [Mow we | | First Sunday |
| Bave |
The Provisioning > Date and Time menu
Unit Time
Date Set today's date.
Time Set the current time.
Automatic Time Adjustment (NTP)
Enable NTP Check this box to enable Network Time Protocol.

Enter the NTP server's IP address or host name, then click Sync.

NTP Server Address or Host Name| Example: us.pool.ntp.org. NOTE: Make sure to configure DNS before

using host name instead of IP address.

Time Zone Select your time zone from the drop-down menu.
Adjust Clock for Daylight Saving Time (DST)
Enable DST Check this box to have the NetGuardian observe Daylight Saving.
Start Day Select the month, weekday, and time when Daylight Savings will begin.
End Day Select the month, weekday, and time when Daylight Savings will end.
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12 Monitoring via the Web Browser

Monitoring mode provides an interactive look at the status of the G6. Click on the blue Monitor button on the left

to expand the Monitoring list.

DPS Telecom

Network Monitoring Solutions

NetGuardian 832A G6

Home | Upload | Logout (admin)

Provisioning
System

User Profiles
Ethernet

Serial Ports

Persistent Alarm

Exp. Analogs

Wireless Sensors
HVAC Units
HVAC Alarm Assoc

Exp. Controls

Date and Time

Date Month Day Year
Time Hour Minute

Set Unit Time
Automatic Time Adjustment (NTP)

[JEnable NTP

NTP Server Address or Host |
Name

| GMT-08:00 Pacific Time ~|

Test NTP
Adjust Clock for Daylight Saving Time (DST)

[/Enable DST

Time Zone

Month Weekday Hour

Start Day [Mar | | Second Sunday ~|
Month Weekday Hour

End Day [Nov v| [ First Sunday ~|
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12.1 Standing Alarms

This selection provides an top-level summary of the unit and any detected problems. It's an excellent place to start
when accessing the web interface to monitor your systems.

Jr> ops Tetecom NetGuardian 832A Gé

o Standing Alarms

Ak O

Modbus Hegisters
SHMP Alarms
Accum, Timers
Analog Delts
Systom Alarms

Alarm History
Graph

Routing Tabla
stats ~

Click "Standing Alarms" to view a summary of active alarms and important analog values.

Standing Alarms

HetGuardian B12A G6 Display Map

Expansion Alarms
Id  Description State

2 EplAm2

27 Exp 1AM 27

75 Exp 14k 75

B8  Exp 1 Alm ES

94 Exp 1 Akm 94

Enpansion contros | ENTEERERA

1d  Description State Command

1 Explouil I | - | s oM

13 ExplCul3 - opR || ALS || MOM

24 Explcue | I

a0 Exp 130 B ccr | s | oM
Fxpansion Analogs

1d  Description Thrasholds Heading

5 Ewiags |

ROM I Key: { - detected and configured [l - configured but NOT detected )

Td ROMID Description Thresholds Reading

s Swies
" swn
s R owe
s [EEEEETE ]

3o [R2e0120700100339
68 [Fmaeawnsin |

70 (TS [ Nesr—
Enatie Modbus Test Mode

14 Description Thresholds Raading Last eycio ondad

1 Test Reglster [ i 048

A {| T
System Alarms
Pt Description State

37, e poternacien [ —
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12.2 Alarm Overview

This screen provides an expanding/contracting "accordion-style" view of your alarms, controls, sensors, and more.
This is handy when you want to see multiple items at once, such as the immediate effect of alarm states on your

automatic Derived Control outputs.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Alarm Overview
NetGuardian 832A G6 Display Map

Persistent Alarm

Persistent Alarm Counters

Expansion Alarms

Exp. Controls

Exp. Analogs

Expansion Controls

Wireless Sensors Analogs

Expansion Analogs

HVAC Controller
Ping Targets
Modbus Registers
Accum. Timers Ping Targets
Analog Delta

System Alarms Modbus Registers

System Alarms

> (@ [
5 (g g
FAE] g
HEHHEE
L )

Click "Alarm Overview" to access this list of alarms, controls, and other status information. More information is
available here in one glance than in the more detailed sections of the left-pane menu.
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12.3 Alarms

This selection provides the status of the base and expansion alarms by indicating if an alarm has been triggered.
Under the State column, the status will appear in red if an alarm has been activated. The status will be displayed
in green when the alarm condition is not present.

Alarms

Id Description Display Map

West & Failure
West B Failure
East & Failurs
East B Failur=

Central Failure

Zone 1 Smoke

Zone 2 Smoke

L= TR - TN I = T R - PR R

10 User Alarm 10
11 User Alarm 11
12 User Alarm 12

Gen Room HWAC Failure

Gen Room Smoke

g

¥

Click on Alarms or Exp. Alarms in the Monitor menu to see if any discrete alarms have been triggered.

Expansion Alarm Monitoring

ID Alarm ID number.
Description User-definable description for the discrete alarm point.
State The current state of the alarm. (Clear or Alarm; user-defined in Provisioning section)
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12.4 Persistent Alarm Counters

The status of your Alarm Counters can be viewed in the Monitor > Persistent Alarm Counters menu. You can see
whether the discrete event is currently Set or Clear, as well as the number of times that it has been set since
configuration.

Persistent Alarm Counters

Id Display Point Description Display Map Point State g::js:ter Config Date
i | 18 Persistent Alarm Counter 1 Clear 1 \07/02/2018

1 1 Persistent Alarm Counter 2 R 07/0272018
3 [NA N/A  Persistent Alarm Counter 3 DDisabled 0 07/02/2015

NOTE: A Persistent Alarm Counter will record the number of alarm pulses received on a specified point from the
device's display mapping. A pulse is recorded when the point is set from a clear state.

Ex. The above picture indicates that display 1.18 (control #2) is Released, but was at one point Latched, and that
display 1.1 (discrete #1) is in Alarm for the first time since reset. (see Controls for more info on control states, or
Display Mapping for more info on how Display and Point values map to specific modules)

12.5 Expansion Alarms
NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.
Expansion Alarm Monitoring have the same functionality as Alarms Monitoring. They are added as part of an

expansion unit, depending on your expansion configuration you will have the ability to select which expansion
alarms to configure via the drop down box. See image below.

DPS Telecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout (admin)

Monitor
Standing Alarms

Expansion Alarms

d

Alarm Overview

Id Description Display Map State

1 Exp1aAm:
Exp. Controls 4 EBp1ams
sensors | PRSS

8 Expiams
HVAC Controller
o o ] Q@ Fvni1alma [Clear 1
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12.6 Controls

Use the following rules to operate the G6's control:

1.

Select Controls (or Exp. Controls) from the Monitor menu.

2. Under the State field, you can see the current condition of the control.
3. Toissue the control, click on a command (OPR - operate, RLS - release, or MOM - momentary)

DPS Telecom

NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)
Monitor Controls
ms_ - -
m Id Description Display Map State Command
Persistent Alarm
Counters 1 User Control 1
Exn Alarms 2 User Control 2 [Released | [oPR HWH MOM |
Controls —_—

3 User Control 3 |Released | | OPR || RLS || mOM |
Exp. Chadrols —
4 User Control 4 [Released | [oPR || RLS |[ MOM |
5 User Control 5 IREIEESQd I | OPR H RLS H MOM |
=
m 6  User Control 6 |Released | [ oPR || RLS || MOM |
7 User Control 7 [Relezsed | [oPR |[ RLS |[ MOM |
8 User Control 8 IReIeased I | OPR HWH MOM |
=
9  User virtual Control |Released | [OPR || RLS || MOM |
l<nmp alacme 10 1isar virmal canteal [Released 1 Topr 1T RIS Mmom |

View and operate control relays from the Monitor > Controls menu

Expansion Control Relay Operation

ID ID number for the control relay.
Description Description for the unit's control relay defined in the Provisioning > Controls menu.
State Status of the control relay. Can either be Released or Latched.
OPR - Latch the relay.
Command RLS - Release the relay.

MOM - Momentarily latch the relay, then automatically release the relay. The
duration of the latch is defined in the Provisioning > Controls menu.
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12.7 Expansion Controls

NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.

Expansion Controls Monitoring have the same functionality as Controls Monitoring. They are added as part of an
expansion unit, such as the NetGuardian E16 DX G2, which extends your available quantity of control relays.
Depending on your expansion configuration you will have the ability to select which expansion controls to monitor
via the drop down box. See image below.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Monitor

Expansion Controls
Standing Alarms

..
ription Display Map State Command
Persistent Alarm 1 Expicii [Released | [oPRr|[RLs |[ moMm |
2 Expict?2 [Releassd ] [OPR|[RLS |[ oM |
Controls 3 Explctl3 [Released | [oPRr|[RLs |[ moMm |
< Exp. Controls 4 Explctl4 [Released | [oPR|[RLS |[ MOM |
5 ExplCtls [Released | [ oPR || RLS |[ MOM |

6 ExplCtl6 [Released | [ OPR || RLS |[ MOM |

7 Expict? [Released | [ oPR || RLS |[ MOM |

Wireless Sensors

8 Explcts
9 Exp1ictlo [Released | [ oPR || RLS |[ MOM |
10 Exp 1 Ctl 10 [Released | [ OPR || RLS |[ mMOM |

12 Expict12 [Released | [0PR|[RLS |[ MOM |
18 Exptcti13 e —

Alarm History

[Graph | 14 Exp 1 Ctl14 [Released | [oPR|[RLS |[ MOMm |
15 Exp 1 Ctl 15 [Released ] [oPR|[RLS |[ mOM |

[Released | [oPR|[RLS |[ MOM |
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12.8 Battery

Monitoring Your Batteries from the G6 web interface

1. In the “Monitoring” menus of the G6 web interface (blue), you may view the status of your battery strings at
any time.

2. You may choose to view a graph of each jar's temperature, voltage, internal ohmic resistance, or a combined
view of multiple readings simultaneously.

3. If you see a bar in any color other than green (which will be above/below a dotted horizontal threshold line of
the same color), that jar is in an alarm state (either major or minor, either over or under the “normal” range
you configured in the Provisioning menu earlier).

4. You may click any bar to view a graph of the last 30 days of readings. This can help you distinguish sudden
changes from a gradual deterioration.

DPS Telecom NetGuardian 832A G6

g Solutior

Home | Upload | Logout (admin)

Monitor

Standing Alarms Batiery String 1 v

Alarm Overview

o ]
L
g g
AR
w W3
~
4
]

.52 300
Exp. Alarms. s
P a E =

h /4 N\ 24
Battery
Analogs
Exp. Analogs -47.68 VDC 53.17 mA
m Power Input A Current Input A
HVAC Controller

Voltage: Avg: _ miu: [Clear | MNuw: [Clear | Mno: [Clear | mio: [Clear |
Ping Targets
Modbus Registers Temperature: Avg: _ MIU: |Clear | MNU: |Clear | MNO: |C\ear | MJO: |Clear |
m Resistance:  Avg: _ Miu: [Clear | MNUw: [Clear | Mno: [Clear | mi0: [Clear |
e—
Analog Delta View: | Voltage hd | Measure Resistance |
System Alarms 3.5V
Alarm History

Provisioning 2v

Device Access

Tooltips On
Tooltips Float

Export Tooltips to
Help File 0.5V
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12.9 Analogs

On the Monitor > Analogs menu, you can monitor all analog inputs. The most recent measurement will be
shown, and any alarm thresholds crossed will be shown in shown in either orange for minor alarms or red for
major alarms.

))o2> DPS Telecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout (admin)
Standing Alarms
m Id Description Display Map Thresholds Reading
1 Power Input A |None | [-47.68 vDC
2 Current Input A INone | |51.?2 mA
m 3 Power Input B |Disabled | {o.00vDC
4 Current Input B | Disabled | [0.00 mA
o
Ballacye— 5 User Analog 1 INone | |0 00
Analogs
_____ 6  User Analog 2 |None | {000

Eap. *

|
|
|
|
|
|
[sensors | 7 User Analog 3 [None | [o00 |
|
|
|
|
|

8  User Analog 4 |None | {000
HVAC Controller
Ping Targets 9  User Analog 5 |None | {000
Modbus Registers 10 User Analog 6 [None | [000

= 11 User Analog 7 |None | {000

System Alarms

Current status of all analog inputs in the Monitor > Analogs in Table View.

1y

DPS Telecom NetGuardian 832A G6

ns Home | Upload | Logout (admin)

Moni
Monitor User Analofjs (Table View)
Standing Alarms

Alarm Overview

Persistent Alarm
Counters

52

.
. .
‘%. / ‘%

o. |
units |
T
o
-47.54 VDC Mio |
o. |
onis
T
o

30g

Bl
— B\ o
[ ] 51.46 mA

Current Input A

Controls
Exp. Controls

EXp. Anaiogs

Power Input A

Wireless Sensors

HVAC Controller 6

Ping Targets |:
Modbus Registers I:
SNMP Alarms I:
Accum. Timers |:

a5 S5 5 35
.~°I l I3> ,n"-l l |a>
Analog Delta

System Alarms s I: o . 0 0 0- 00

User Analog 1 User Analog 2

Alarm History

Current status of all analog inputs in the Monitor > Analogs in Gauge View.
NOTE: The analog gauges do not account for the user definable Deadband. This may result in an alarm threshold
to appear crossed in the gauge animation when the point has not set or cleared.
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12.10 Expansion Analogs

NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.

Expansion Analogs Monitoring have the same functionality as Analogs Monitoring. They are added as part of an
expansion unit. When available, they will appear on this additional page of user analogs. Depending on your
expansion configuration you will have the ability to select which expansion controls to configure via the drop down
box. See image below.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Mon

Standing Alarms

Alarm Overview

Counters
2 Exp 1 Alg 2 |None | |0 0o

Thresholds Reading

tor

m 3 Explalg3 [None | [oo0
T Fow—1 7
Battery -

5 Explalgs [Miner Under | [4562
Exp. Analogs 6 Explalgs [None | [0.00
Sansors 7 ExplAlg? |None | |o.00

|

|

|

|

|

|

= |
] Exp 1 Alg 8 |None | |l].[]0 |

9 Explalgs [None | [o.00 ]
|

|

|

|

|

|

|

10 Exp 1 Alg 10 [None | Jo.00

None 0.00
R | I
Analog Delta 12 Exp1Alg 12 |None | |o.00
System]Alamms 13 Exp 1 Alg 13 [None | [o.00

15 Exp 1 Alg 15 [None | [o.00
16 Exp1Alg 16 |None | |o.00

Provisioning

Current status of all analog inputs in the Monitor > Exp. Analogs in Table View.

14 Exp 1 Alg 14 [None | [o.00

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout {admin)

(Table View)

Monitor

Standing Alarms

Persistent Alarm
Counters

Expansion Analo

E:c) 35 5 5

Controls

Exp. Controls

Analooc

]
»
B

0.00

Exp 1 Alg 1

0.00

Exp 1 Alg 2
Sensuis

Wireless Sensors
HVAC Controller
Ping Targets
Modbus Registers

=]

= c
2.
< 7

110IS

Accum. Timers

e /e
System Alarms 0.00 19.71

Alarm History Exp 1 Alg 3 Exp 1 Alg 4

Analog Delta

Current status of all analog inputs in the Monitor > Exp. Analogs in Gauge View.
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NOTE: The analog gauges do not account for the user definable Deadband. This may result in an alarm threshold
to appear crossed in the gauge animation when the point has not set or cleared.

12.11 Sensors

This selection provides the status of the system's sensors by indicating if an alarm has been triggered. The
Monitor > Sensors screen provides a description of each sensor, the current reading, the units being read, and
alarm conditions (major under, minor under, major over, minor over) according to your temperature settings. If
configured under Provisioning > Sensors, your sensor values will be displayed as a graphical gauge. Selecting
Table View will display a non-graphical interface of your values.

DPSTelecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout (admin)

Monitor sensors (Gauge View)

Standing Alarms (| - detected"=wemsemflred I - configured but NOT detected )

View Sensor I View Temperature I View Resistance I

Id ROM ID Description Thresholds Reading
Persistent Alarm
Counters 1 Internal A |Mone ] |73 40F |
controls | 2 Internal B [None | [r5.20F |
Exp. Analans 4 [3202120100100379 BYM1 SR (0.0 v
4 Sensors .
—_————— 5 [3d6efe0150070062 Dwire2 [FSERREE 000 vDC
Wireless Sensors
HVAC Controller
6 [32e0120100100339 BVM2 R 000 v
Current status of all sensor inputs in the Monitor > Sensors in Table View.
)7 DPS Telecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout {admin)

Monito sensors{{Table View)
Standing Alarms

Persistent Alarm
Counters

Exp. Controls

Battery

=]

Units

5 |=

=

= B\ a
rvac el S 75.08 F

110
o
oy i

73.40 F

NDet

Expemtomsioas
—_— Air Flow Low Air Flow Low
Sensnrs Internal A Internal B
Mate NDet
Wirclaoo Caasors

HVAC Controller

=]

c| 2 = I = =22 =
2| g5 121S(212]2 ;
o ; A

g 7

m H

o}

<

Ping Targets

Modbus Registers b 119

o

A =
W L
L ‘

vac rai I
0.00 VDC  prorrrss—
Dwirel

I |

Mju
Accum. Timers
Analog Delta

=
5]

System Alarms

Alarm History NEH

- Air Flow Low
Routing Table

]
[r ]
]
]
]
]
]
]
]
]
Bl
[voc]
=
]
]
-
]
]

HVAC Fail
Mate NDet

Current status of all sensor inputs in the Monitor > Sensors in Gauge View.
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12.12 Wireless Sensors

Monitor current status of a paired wireless receiver or extender and associated analog inputs.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Lon Wireless Sensors
e Ll |

m Id Description Reading

Persistent Alarm Last Update Time |Never |
Counters Note: A DPS Wireless Receiver can be configured for communication with a DPS Wireless Extender to support

m certain wireless sensor communications, such as wireless propane monitoring.

Exp. Controls

Exp. Analogs

qwi 55 Sensors |

itor

HviT Cnmtroiiar

Modbus Registers

Accum. Timers
Analog Delta

The Monitor > Wireless Sensor menu

12.13 HVAC Controller

The HVAC Controller in the Monitoring menu gives you a quick overview of the status of your G6. The Control,
Temperature, HVAC Units, and Status views can be toggled between show or hide.

In the event that your G6 is unable to read the temperature sensors, a warning message "Using Internal Temp
Sensor as Ambient" will appear.

)5 DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Monitor

HVAC Controlle

Standing Alarms A
HVAC Zone 1w
e —

Persistent Alarm Zone Control I Suspendad I Toggle Comfort Mode
Counters
Cooling Settings Low: Current: _

m Heating Settings Low: Current:
Exp. Controls

HVAC Zone

Modbus Registers

The Monitor > HVAC Controller menu
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12.14 Ping Targets

Ping Targets can be viewed by going to Monitor > Ping Targets. Here you can view the state (either Clear or
Alarm) for each of your configured Ping Targets.

) DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions

Home | Upload | Logout (admin)

Monitor

Standing Alarms

Ping Targets

m Id Description Display Map State

1

Counters 2

Exp. Alarms |

3

s

s

s

[sensors NS

.

HVAC Controller

Ping Targets » °

Modbus registers 10
"

Accum. Timers

Analog Delta 12

System Alarms 13
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12.15 Modbus Registers

¥ DPS Telecom NetGuardian 832A G6

MNetwork Monitoring ns Home | Upload | Logout (admin)
. p—

Monitor Modbus Registers

h

m Id Description Display Map Thresholds Reading Last cycle ended

o [~ Wajor Over 2048 | | 1 500 ago|

Counters

m 2 | Disabled| | 0] | Disabled |

3 | Disabled| [ o] [ Disabled|

4 | Disabled| [ 0] | Disabled|

. .

5 | Disabled| [ 0] | Disabled|

6 I Disabled| [ o] [ Disabled |

m 7 | Disabled| | 0] | Disabled |

: :

8 | Disabled| [ 0] | Disabled|

Ping Turgeis 9 | Disabled| [ 0] | Disabled|

Modbus Registers 10 I Disabled| [ 0] [ Disabled|

SMMP Alarms.

Accum. Timers 11 | Disabled| [ 0] | Disabled|

Monitor > MODBUS Registers

This selection provides the status of the MODBUS registers being polled by the unit. The Monitor > MODBUS
Registers screen provides a description of each MODBUS register, the current response value along with the
units, and alarm conditions (major under, minor under, minor over, major over) according to your settings.

12.16 SNMP Alarms

This selection provides the status of the SNMP Alarms by indicating if an alarm has been triggered. Under the

State column, the status will appear in red if an alarm has been activated. The status will be displayed in green
when the alarm condition is not present.

DPS Telecom NetGuardian 832A G6

Network Moni rs Home | Upload | Logout (admin)

Monitor

Standing Alarms

Persistent Alarm
Counters 2 Hac
Exp. Controls 4 lear

;

SNMP Alarms

Id Description Display Map State

1 lear

lear

Exp. Analogs . jEay

7 lear

Wireless Sensors

8 lear
HVAC Controller
Ping Targets ° lear

Modbus Ranisters 10
of SNMP Alarms »

o —— 11 lear

ACCUn. Tiers

Analog Delta 12 lear

System Alarms 13
P

lear

lear

The Monitor > SNMP Alarms menu
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12.17 Accumulation Timers

On the Monitor > Accum. Timers menu, monitor accumulated time in alarm state for configured alarm points

DPS Telecom NetGuardian 832A G6

Network Meonitoring Solutions Home | Upload | Logout (admin)

Monitor Accumulation Timer Alarms

e
S = = ccumulation

m Id Description Display Map Point State Timer Alarm Last Reset Reset Al

Persistent Alarm - -

1 Accumulation Timer 1 INot Configured I INol Configured I INot Configured I | Reset Timer ‘

m 2 Accumulation Timer 2 |N0t Configured | |NotConﬁgured | |Not Configured | | Reset Timer ‘

m 3 Accumulation Timer 3 |Not Configured | [Not Configured | [Not Configured | [ Reset Timer |

4  Accumulation Timer 4 |Not Configured | [Not Configured | [Net Configured | | Reset Timer ‘

5  Accumulation Timer 5 |Not Configured | [Not Configured | [Not Configured | [ Reset Timer |

6 Accumulation Timer & INot Configured I INol Configured I INot Configured I | Reset Timer ‘

7  Accumulation Timer 7 |Not Configured | [Not Configured | [Not Configured | | Reset Timer ‘

8 Accumulation Timer & INot Configured I INol Configured I INot Configured I | Reset Timer ‘

Analog Delta

System Alarms

The Monitor > Accumulation Timers menu
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12.18 Analog Delta

On the Monitor > Analog Delta menu, monitor configured analog or sensor channels for rapid changes in input

value.

DPS Telecom
et hea oo

Ne k Menitoring Sol

NetGuardian 832A G6

Home

Upload | Logout (admin)

Standing Alarms

Alarm Overview

Persistent Alarm
Counters

Exp. Controls

Battery

Exp. Analogs

Wireless Sensors
HVAC Controller
Ping Targets
Modbus Registers

Monitor

Accpm, Timers

{ Analog Delta

Analog Delta Monitoring

Id

Description Display Map Details

Analog Delta Alarm 1 Advanced>>
Analog Delta Alarm 2 Advanced>>
Analog Delta Alarm 3 Advanced>>
Analeg Delta Alarm 4 Advanced>>
Analeg Delta Alarm 5 Advanced>>
Analog Delta Alarm & Advanced>>
Analog Delta Alarm 7 Advanced>>
Analog Delta Alarm & Advanced>>

The Monitor > Analog Delta menu

State
Not Configured
Not Configured
Not Configured
Mot Configured
Mot Configured
Mot Configured

Mot Configured

Mot Configured
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12.19 System Alarms

System alarms are non-editable, housekeeping alarms that are programmed into G6. The Monitor > System
Alarms screen provides the status of the system alarms by indicating if an alarm has been triggered. Under the
State column, the status will appear in red if an alarm has been activated. The status will be displayed in green
when the alarm condition is not present.

See "Reference" > "System Alarms" in this manual for a complete description of each system alarm.
DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Monitor

System Alarms

Pnt Description Display Map State
Persistent Alarm 1 Notification 1 failed
T > Hotification 2 failed
Exp. Alarms
Exp. Controls 4 Motification 4 failed

5 MNotification 5 failed

7 MNotification 7 failed
Wireless Sensors

8 MNotification & failed
HVAC Controller
Ping Targets B HVAC Zone 1 Total Failure
Modbus Registers 10 HVAC Zone 2 Total Failure
SNMP Alarms .

11 HVAC Zone 3 Total Failure

cum. Timers

12 HVAC Zone 4 Total Failure
y. Hictam:
R 20 Accumulation Event
EECEE >+ v ot Detected

View the status of System Alarms from the Monitor > System Alarms menu.

Alarm Log

Evt Tim=Stamp State PRef Description

1 2821-85-25 23 Adarm 2054 tive

2 2821-83-25 Aarn 6.2 1 imbisnt Failed
3 232]1-85-25 Alarm 5.2 i=nt Fadiled
4 2821-88-25 Algrn 4.2 T All sient Failed
3 2821-85-15 Alarn 4.1 : 1+ Ambient Failed
& 2821-85-25 :533 Adlarm I11.37 = 2 Humidity

7 2321-85-25 Alarm 11.5

8 2821-83-25 Alarm 1837

2 2821-85-25 Clear 2:33

la  2821-85-25 :33 Adarm 2.33

11 321-83-25 b Alarm 4.2 : All Ambisnt Failad
12 2821-88-15 4.1 kA Failad
13 2821-88-15 12,37 &nbient 1
14 2821-88-15 Alarn  2.54

15 2821-88-25 Alarm 6.2 pi=nt Failed
16 2821-85-25 Alarm 5.2 fi=nt Failed
17 2821-88-15 Adarm 11.37 idity

13 2821-85-25 Alarm 11.5 one 2 Indoor Ambient 1
19 2821-85-25 Clear 2.33 i o
28 2821-88-15 Alarm 2.33

21 2821-88-25 3 ddarm 2:54 DCP poller dinactive e

| Refresh |

Monitor > Alarm History menu
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12.20 Alarm History

The Monitor > Alarm History screen provides the historical status of any and all alarms that have been triggered
as well as when they are cleared.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)
Maonitor Alarm Log
Evt TimeStamp State PRef Description
1 201@-01-2@ 22:16:32 Alarm 3.2.30 Exp 1 Alm 94
2 201@-01-2@¢ 22:14:36 Clear 2.2.30 Exp 1 Alm 94
3 2810-81-2@ 17:49:18 Clear 1.11.56 Expansion 1 failed
Persistent Alarm 4 2818-01-20 17:49:15 Alarm 1.11.56 Expansion 1 failed
5 2010-01-20 17:14:18 Alarm 1.11.37 DCP poller inactive
[ 201@-01-2@ 17:02:55 Alarm 4.1.4 Mj0: Test Register
7 2010-81-2¢ 17:09:55 Alarm 4.1.2 MnO: Test Register
8 2018-81-2@ 17:0%:35 Alarm 3.3.1 Exp 2 Alm 1
] 201@-01-20 17:09:33 Alarm 3.2.3@ Exp 1 Alm 94
Exp. Controls 1e  201@-81-20 17:09:33 Alarm 3.2.24 Exp 1 Alm 88
11 201@-01-2@ 17:09:33 Alarm 3.2.13 Exp 1 Alm 77
12 2010-81-2@ 17:09:33 Alarm 3.2.11 Exp 1 Alm 75
13 2010-061-2¢ 17:09:33 Alarm 3.%.1 MnU: Exp 1 Alg 5
Exp. Analogs 14  201@-01-20 17:09:33 Alarm 3.1.27 Exp 1 Alm 27
15 201@-01-2¢ 17:02:33 Alarm 3.1.2 Exp 1 Alm 2
16  2010-01-2@ 17:09:25 Alarm 2.2.3 Mju: Dwire2
Wireless Sensors 17 2818-081-2@ 17:0%:25 Alarm 2.3.1 MnU: Dwire2
18  201@-01-20 17:09:25 Alarm 2.2.3 MjU: Duwirel
HVAC Controller 19 201@-01-20 17:09:25 Alarm 2.2.1  [MnU: Dwirel
Ping Targets pd=} 201@-01-2@ 17:09:24 »}lal‘m 2.35.35 Mju: -
21 2010-81-2@ 17:09:24 Alarm  2.35.33 HMnU: Y

Modbus Registers

Accum. Timers

Analog Delta

Monitor > Alarm History menu
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12.21 Graph

The Graph section of the monitor menu lets you build a graph of past sensor measurements, which gives you a
visual indication of data over time and points out trending values. To create your Graph, specify the Channel

( Sensors 1-32), Group Interval (1-120 minutes, hours, days, or weeks), the Group Function (Average, Min, Max),
and Start & End Times. Once you have entered all of the desired values, click "Build Graph."

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Monitor
Standing Alarms

Graph Parameters

Channel Select a configured sensor channel v |

Group Interval [1weeks T I=rZ0Tminute(m)/hour(h)/day(d)/week(w)
Group Function

Persistent Alarm

Siaty 2021-11-24 23:45:00

Provisioning | Build Graph |

Device Access

Exp. Controls 5 W@ T W T F
Battery i IS T R S T
7 8 9 10 11 12 1
+ 14 15 16 17 18 19 3 = .
Exp. Analogs Start Time b Time: | 00:00:00 »
21 22 23 24 25 26 2
[sensors | w2 1 2 3
HVAC Controller Today: Nov 24, 2021
ping Targets 2021-11-24 00:00:00
Modbus Registers November, 2021 +
[snmp Alarms | s ot owoToF
Analog Delta 7 & 9 10 11 12 1
System Alarms End Time 14 15 16 17 18 19 2 Time: | 23:45:00 v
Alarm History 21 22 23 24 35 26 3
4 Graph 28 29 30 1 2 3 4
——_ 5 6 7 B8 9 10 1
Rou avie
ET S

Provision the Channels, Group Interval, Group Function and more - all from the
Graph Parameters section of the web browser interface.

Your graph will appear on the next screen. This graph is dynamic allows you to mouse over the lines to quickly
view measurements (date, time, and value) within their context of the overall graphing trend. Below the graph is a
full textual list of all indexed points with their dates and values.
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12.22 Routing Table

Monitor > Routing Table

The routing table shows which route the G6 is connected to based on the ethernet settings, static routes, and user
metrics assigned within the Provisioning > Ethernet menu.

DPS Telecom NetGuardian 832A G6

Network Monitoring Solutions Home | Upload | Logout (admin

Routing Table
Standing Alarms

Alarm Overview
777777777777777777777777 Live Routing Table ------------------ommm

Persistent Alarm Network Subnet Gateway Metric IFace
Counters | R et
126.19.192.@ 255.255.192.@ None 1e Net 1
18.2.2.0 255.255.0.8 None 11 MNet 2
Default Route 2.0.8.9 126.10.220.254 1@ Net 1
Fallback: Standby 2.0.8.2 19.2.9.254 11 Net 2

Exp. Controls

Battery

Exp. Analogs

Wireless Sensors
HVAC Controller
Ping Targets
Modbus Registers

Accum. Timers
Analog Delta
System Alarms

-] > =

= H o

§ g g

g 2

Q

= f &
g
3

Grank

Routing Table

Suels

View the G6's routing table from the Monitor > Routing Table menu.
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13 Device Access Menu

13.1 Rebooting the NetGuardian

Rebooting the the NetGuardian unit maybe necessary after writing changes to the NVRAM. The window footer will
display the text Reboot Needed if a reboot is hecessary to initiate changes.

To Reboot the unit follow these steps:

1. Click on the Reboot link from the Device Access menu
2. A prompt "This Action will reboot the unit. Continue?"
3. Click OK to reboot the unit, Click Cancel to cancel the operation.

DPS Telecom

10.0.6.86 says

This Action will reboot the unit. Continue?

Network Monitoring Solutions Home | Upload | Logout {admin)

Provisioning

Backup Config

Tooltips Off

Export Tooltips to
Help File

= =]
EAR-AN ) a

]

HEHHH:

(=]

o5 ©

T = »

2 a

-] A

o

[}

1"}

Cancel
Welcomel

The MetGuardian 832A G6 is a Remote Telemetry Unit designed to perform a wide array of input monitoring tasks, and provide
an interface which allows the user to monitor real-time sensor readings, review history of past alarm events, and forward alarm
data to technicians and/or a NOC.

Review the options below for a brief overview of the NetGuardian 832A Gé&'s system capabilities.

NetGuardian 832A G6 Overview

Provisioning options allow you to customize the configuration of the NetGuardian 832A Gé6
and the inputs it monitors.

System is used to designate the device's name, set responder properties, and grab Provisioning
downloadable copies of logs.
User Profiles is used to configure passwords and access permissions for users who access the Device Access
NetGuardian 832A G6.

Ethernet provides options for configuring Network Interfaces, including Static Routes.
RADIUS is used to configure user authentication via an external RADIUS server.

Serial Port is used to configure serial port communication and reach through functionality for

Optional Features
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14 Appendixes

14.1 Appendix A — Display Mapping

Display mapping can be accessed throughout various parts of the web interface. Access the display mapping by
clicking on the hyperlink labeled "Diplay Map" (see image below).

This is just the first part of the reference table, which would cover dozens of printed pages. To keep this manual to
a manageable length, and to allow for dynamic updates based on build options purchased, only a few selected
sections are presented here.

252> DPS Telecom NetGuardian 832A G6
Network Monitoring Solutions Home | Upload | Logout (admin}
Monitor_______[RIEIEE
Provisioning
Rev. 1 2 3 4 5 6 7 8
1d Descriptiaff Display Map
o oo
User Profiles
Ethernet 1 |UserAIarm1 |Adv d > ] O
M 2 |UserAIarm 2 |Advanced>> O (]
Serial Ports
m 3 [UserAlarm 3 | Advanced=>> || ||
Motifications 4 |UserAlarm 4 | Adv. d > > L] [
nrarms [ e T —— = .
Persistent Alarm
Counters 6 |UserAIarm 6 |Adv ed>> O O
m 7 [Useralarm 7 | Advanced>> O 0O
Exp. Controls 8 |UserAIarm 8 |Adv d>> O O

The Display Map that is visible from many points of the web interface, covers every alarm in the G6, including:
Discrete alarms

Analog thresholds

HVAC controls

Ping Targets 1-32

Accumulation Timers

MODBUS Registers

Here is an example of what you will see:

Port Adgres Display|Point| Description | Trap (Set, Clear) | Description Get OID State Get OID
99 1 1 1-32| Discrete Set: 8001-8032 |.1.3.6.1.4.1.2682.1.2.5.1.].1.3.6.1.4.1.2682.1.2.5.1.6.
Alarms 1-32 | Clear: 9001-9032 5.99.1.1{1-32} 99.1.1.{1-32}
99 1 11 24 | Dwire not Set: 8664 .1.3.6.1.4.1.2682.1.2.5.1.1.3.6.1.4.1.2682.1.2.5.1.6.
Detected Clear: 9664 5.99.1.11.24 99.1.11.24
99 1 11 28 | XBee Down Set: 8668 .1.3.6.1.4.1.2682.1.2.5.1.1.3.6.1.4.1.2682.1.2.5.1.6.
Clear: 9668 5.99.1.11.28 99.1.11.28
99 1 11 38 | Net 1 Down Set: 8678 .1.3.6.1.4.1.2682.1.2.5.1.1.3.6.1.4.1.2682.1.2.5.1.6.
Clear: 9678 5.99.1.11.38 99.1.11.38
99 1 11 39 | Net 2 Down Set: 8679 .1.3.6.1.4.1.2682.1.2.5.1.1.3.6.1.4.1.2682.1.2.5.1.6.
Clear: 9679 5.99.1.11.39 99.1.11.39

Table A.1. Small excerpt of alarm point Displays/Points and System Alarms Trap numbers for the G6.

* The number ranges shown in these reference tables cover every integer in the range. For example, the SNMP
Trap "Set" number for alarm 1 (in Display 1) is 8001, "Set" for alarm 2 is 8002, "Set" for alarm 3 is 8003, etc.
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14.2 Appendix B — SNMP Manager Functions

The SNMP Manager allows the user to view alarm status, set date/time, issue controls, and perform a
resync. The display and tables below outline the MIB object identifiers. Table B.1 begins with dpsRTU;
however, the MIB object identifier tree has several levels above it. The full English name is as follows:
root.iso.org.dod.internet.private.enterprises.dps-Inc.dpsAlarmControl.dpsRTU. Therefore, dpsRTU's
full object identifier is 1.3.6.1.4.1.2682.1.4. Each level beyond dpsRTU adds another object identifying
number. For example, the object identifier of the Display portion of the Control Grid is
1.3.6.1.4.1.2682.1.4.3.3 because the object identifier of dpsRTU is 1.3.6.1.4.1.2682.1.4 + the Control
Grid (.3) + the Display (.3).
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dpsRETL
136141268214

oo il

_Cl'l.-’_uTrapsl Ident DizplayGrid ControlGrid MWWVRamGrid AlarmiGrid
(.0) (1) (.2} (.3) (.4) {-3)
DisplayEntry {.1) MvVRamSection (.1} AlarmEntry {_1)
See Table

Tbl. B1 (O.)_OV_Traps
points

_OV_vTraps
(1.3.6.1.4.1.2682.1.4.0)

PointSet (.20)

PointClIr (.21)

SumPSet (.101)

SumPClIr (.102)

ComFailed (.103)

ComRestored (.014)

P0001Set (.10001)

Tbl. B2 (.1) Identity points

Ident
(1.3.6.1.4.1.2682.1.4.1)

Tbl. B3 (.2) DisplayGrid
points

Manufacturer (.1)

DisplayEntry
(1.3.6.1.4.1.2682.1.4.2.1)

Model (.2)

Port (.1)

Firmware Version (.3)

Address (.2)

DateTime (.4)

Display (.3)

ResyncReq (.5)*

DispDesc (.4)*

* Must be set to "1" to perform the
resync request which will resend
TRAPSs for any standing alarm.

PntMap (.5)*

through
P0064Set (.10064)
P0O001ClIr (.20001)
through
P0064ClIr (.20064)
Tbl. B3 (.3) ControlGrid Tbl. B5 (.5) AlarmEntry
points points
ControlGrid AlarmEntry
(1.3.6.1.4.1.2682.1.4.3) (1.3.6.4.1.2682.1.4.5.1)
Port (.1) Aport (.1)
Address (.2) AAddress (.2)
Display (.3) ADisplay (.3)
Point (.4) APaint (.4)
Action (.5) APntDesc (.5)*
AState (.6)
* For specific alarm points,
see Table B6
Description Port | Addres |Display| Points
S
Disp Discrete Alarms 99 1 1-32
1 Undefined** 99 1 33-64
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Disp Ping Targets 99 1 2 1-32
2 Undefined** 99 1 2 | 33-64
Disp Analog 1 99 1 3 1-4
3 Undefined** 99 1 3 5-64
Disp Analog 2 99 1 4 1-4
4 Undefined** 99 1 4 | 5-64
Disp Analog 3 99 1 5 1-4
5 Undefined** 99 1 5 | 5-64
Disp Analog 4 99 1 6 1-4
6 Undefined** 99 1 6 5-64
Disp Analog 5 99 1 7 1-4
’ Undefined** 99 1 7 | 5-64
Disp Analog 6 99 1 8 1-4
8 Undefined** 99 1 8 5-64
Disp Analog 7 99 1 9 1-4
9 Undefined** 99 1 9 5-64
Disp Analog 8 99 1 10 1-4
10 Undefined** 99 1 10 | 5-64
Disp Relays 1-8 99 1 11 1-8
11 Relays 9-16 99 1 11 | 9-16
Timed Tick 99 1 11 17
Exp. Module Callout | 99 1 11 18
Network Time Server | 99 1 11 19
Accumulation Event | 99 1 11 20
Duplicate IP Address | 99 1 11 21
WAN Disconnected 99 1 11 22
ECU 99 1 11 23
EmergencyUnlock
D-Wire Sensor Not 99 1 11 24
Detected
Undefined 99 1 11 25-26
DSCP Timeout 99 1 11 27
Wireless Sensor 99 1 11 28
Power Fault
Wireless Sensor 99 1 11 29
Power Low
Undefined** 99 1 11 30-32
Unit Reset 99 1 11 33
Undefined** 99 1 11 34-35
Lost 99 1 11 36
DCP poll inactive 99 1 11 37
NET 1 not active 99 1 11 38
NET 2 not active 99 1 11 39
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NET link down 99 1 11 40
Modem not 99 1 11 41
No dial-tone 99 1 11 42

SNMP trap not 99 1 11 43
Pager Que 99 1 11 44
Notification 99 1 11 45

Craft RCVQ full 99 1 11 46

Modem RCVQ 99 1 11 47

Data 1-8 RCVQ 99 1 11 48-55

NGDdx 1-3 fail 99 1 11 56-58

GLD/BSU 1-3 fall 99 1 11 59-61

CHAN timeout 99 1 11 62

CRFT timeout 99 1 11 63

Table B.6. Alarm Point Descriptions

* "No data" indicates that the alarm point is defined but there is no description entered.

** "Undefined" indicates that the alarm point is not used.

14.3 Appendix C — SNMP Granular Trap Packets

Tables C.1 and C.2 provide a list of the information contained in the SNMP Trap packets sent by the

NetGuardian.

SNMP Trap managers can use one of two methods to get alarm information:

1. Granular traps (not necessary to define point descriptions for the NetGuardian)

OR
2. The SNMP manager reads the description from the Trap.
UDP Header |Description
1238 Source port
162 Destination
port
303 Length
O0xBABO Checksum

Table C.1. UDP Headers and descriptions
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SNMP Header Description
0 Version
Public Request
Trap Request
1.3.6.1.4.1.2682.1.4 Enterprise
126.10.230.181 Agent
address
Enterprise Specific Generic Trap
8001 Specific Trap
617077 Time stamp
1.3.71.21.1.1.0 Object
NetGuardian 216 v1.0K Value
1.3.6.1.2.1.1.6.0 Object
1-800-622-3314 Value
1.3.6.1.4.1.2682.1.4.4.1.0 Object
01-02-1995 05:08:27.760 Value
1.3.6.1.4.1.2682.1.4.5.1.1.99.1. Object
1.1
99 Value
1.3.6.1.4.1.2682.1.4.5.1.2.99.1. .
Object
1.1
1 Value
1.3.6.1.4.1.2682.1.4.5.1.3.99.1. Object
1.1
1 Value
1.3.6.1.4.1.2682.1.4.5.1.4.99.1. .
Object
1.1
1 Value
1.3.6.1.4.1.2682.1.4.5.1.5.99.1. Object
1.1
Rectifier Failure Value
1.3.6.1.4.1.2682.1.4.5.1.6.99.1. .
Object
1.1
Alarm Value

Table C.2. SNMP Headers and descriptions
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14.4 Appendix D — ASCII Conversion

The information contained in Table D.1 is a list of ASCII symbols and their meanings. Refer to the
bulleted list below to interpret the ASCII data transmitted or received through the data ports. Port
transmit and receive activity can be viewed from the Web Browser Interface.

» Printable ASCII characters will appear as ASCII.

* Non-printable ASCII characters will appear as labels surrounded by { } brackets (e.g. {NUL}).

* Non-ASCIlI characters will appear as hexadecimal surrounded by [ ] brackets (e.qg. [IF]).

* Areceived BREAK will appear as <BRK>.

Abbriviatio Description Abbr(;)]viatio Description
NUL Null DLE Data Link Escape
SOH Start of Heading DC Device Control
STX Start of Text NAK Negative Acknowledge
ETX End of Text SYN Synchronous Idle
EOT | rrangmission | ET® | T Boge
ENQ Enquiry CAN Cancel
ACK Acknowledge EM End of Medium
BEL Bell SUB Substitute

BS Backspace ESC Escape

HT ?:gﬁlgggarl] FS File Separator
LF Line Feed GS Group Separator
VT Vertical Tabulation RS Record Separator
FF Form Feed us Unit Separator
CR Carriage Return SP Space (blank)
SO Shift Out DEL Delete

Sl Shift In BRK Break Received

Table D.1. ASCII symbols
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14.5 Appendix E - RADIUS Dictionday File (Available on Resource Disk)

# -*- text -*-

#

# dictionary.dps

#

# DPS Telecom, Inc

# For assistance or support, please contact support@dpstele.com
# v1.0 Released - 1/23/09 (CBH/DPS)

VENDOR DPS 2682

#

# Standard attribute for NetGuardian RTU.

# All values are integer with 1 = True, 0 = False.

# If attribure does not exist in Access-Accept packet, default value will be 0.
#

BEGIN-VENDOR DPS

ATTRIBUTE dps-admin 1 integer
ATTRIBUTE dps-edit 2 integer
ATTRIBUTE dps-monitor 3 integer
ATTRIBUTE dps-SD-monitor 4 integer
#To allow monitor of data port buffer/activity

ATTRIBUTE dps-reach-through 5 integer

#To allow proxy to serial ports via TTY interface

ATTRIBUTE dps-telnet 6 integer

#To allow telnet in and out of NetGuardian

ATTRIBUTE dps-control 7 integer

#To allow manipulation of dry contact relay outputs

ATTRIBUTE dps-modem 8 integer

#To allow dial in and out of NetGuardian

ATTRIBUTE dps-ppp 9 integer

#To allow this user PPP (inbound) access to the NetGuardian

END-VENDOR DPS
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14.6 Appendix F - Modbus Registers

Function Code

Action

1 Coil Status (Reads the current status of Relays)
2 Input Status (Reads the current status of Discrete
IAlarms)
3 Holding Register (Returns the raw value and
control of Analogs)
4 Input Register (Returns the raw value and control
of Analogs)
5 \Write Single Coil (Changes the state of the Relays)
Function Code Register Description
1 0-7 Relay 1-8
Function Code Register Description
2 0-31 Discrete Alarm 1-32
(NetGuardian 832A)
2 0-63 Discrete Alarm 1-64
(NetGuardian 864A)
Function Code Register Description Scaling Bits
3 0 Analog 1 Value * 16
3 1 Analog 1 Scaling * 1/16-3/16
Range
3 1 Analog 1 Sign * 7/16
3 2 Analog 2 Value & 16
3 3 Analog 2 Scaling * 1/16-3/16
Range
3 3 Analog 2 Sign * 7/16
3 4 Analog 3 Value * 16
3 5 Analog 3 Scaling * 1/16-3/16
Range
3 5 Analog 3 Sign * 7116
3 6 Analog 4 Value & 16
3 7 Analog 4 Scaling * 1/16-3/16
Range
3 7 Analog 4 Sign * 7/16
3 8 Analog 5 Value * 16
3 9 Analog 5 Scaling * 1/16-3/16
Range
3 9 Analog Sign * 7116
3 10 Analog 6 Value & 16
3 11 Analog 6 Scaling * 1/16-3/16
Range
3 11 Analog 6 Sign * 7/16
3 12 Analog 7 Value * 16
3 13 Analog 7 Scaling * 1/16-3/16
Range
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Function Code Register Description Scaling Bits
3 13 Analog 7 Sign * 7/16
3 14 Analog 8 Value * 16
3 15 Analog 8 Scaling * 1/16-3/16
Range
3 15 Analog 8 Sign * 7116
* See Scaling Range Table Below
Function Code Register Description Scaling Bits
4 0 Analog 1 Value * 16
4 1 Analog 1 Scaling * 1/16-3/16
Range
4 1 Analog 1 Sign * 7/16
4 2 Analog 2 Value * 16
4 3 Analog 2 Scaling * 1/16-3/16
Range
4 3 Analog 2 Sign * 7/16
4 4 Analog 3 Value * 16
4 5 Analog 3 Scaling * 1/16-3/16
Range
4 5 Analog 3 Sign 7/16
4 6 Analog 4 Value * 16
4 7 Analog 4 Scaling * 1/16-3/16
Range
4 7 Analog 4 Sign * 7/16
4 8 Analog 5 Value * 16
4 9 Analog 5 Scaling * 1/16-3/16
Range
4 9 Analog 5 Sign * 7/16
4 10 Analog 6 Value * 16
4 11 Analog 6 Scaling * 1/16-3/16
Range
4 11 Analog 6 Sign * 7/16
4 12 Analog 7 Value * 16
4 13 Analog 7 Scaling * 1/16-3/16
Range
4 13 Analog 7 Sign * 7/16
4 14 Analog 8 Value * 16
4 15 Analog 8 Scaling * 1/16-3/16
Range
4 15 Analog 8 Sign * 7/16
* See Scaling Range Table Below
Function Code Register Description
5 0-7 Relay 1-8
Function Code Register Description
2 1200-1215 NetGuardian E16 DX Expansion
1 Alarm 1-16
1 1300-1315 NetGuardian E16 DX Expansion
1 Relay 1-16
2 1400-1415 NetGuardian E16 DX Expansion
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Function Code Register Description
2 Alarm 1-16
1 1500-1515 NetGuardian E16 DX Expansion
2 Relay 1-16
2 1600-1615 NetGuardian E16 DX Expansion
3 Alarm 1-16
1 1700-1715 NetGuardian E16 DX Expansion
3 Relay 1-16
Function Code Register Description
5 1300-1315 NetGuardian E16 DX Expansion
1 Relay 1-16
5 1500-1515 NetGuardian E16 DX Expansion
2 Relay 1-16
5 1700-1715 NetGuardian E16 DX Expansion
3 Relay 1-16
Function Code Register Description
2 1200-1263 NetGuardian 480 (as DX) Alarm
1-64
2 1316-1331 NetGuardian 480 (as DX) Alarm
65-80
1 1300-1303 NetGuardian 480 (as DX) Relay
1-4
Function Code Register Description
5 0-7 NetGuardian 480 (as DX) Relay
1-4
Function Code Register Description
2 1200-1247 NetGuardian DX48 Expansion 1
Alarm 1-48
1 1300-1307 NetGuardian DX48 Expansion 1
Relay 1-8
2 1400-1447 NetGuardian DX48 Expansion 2
Alarm 1-48
1 1500-1507 NetGuardian DX48 Expansion 2
Relay 1-8
2 1600-1647 NetGuardian DX48 Expansion 3
Alarm 1-48
1 1700-1707 NetGuardian DX48 Expansion 3
Relay 1-8
Function Code Register Description
5 1300-1315 NetGuardian DX48 Expansion 1
Relay 1-8
5 1500-1515 NetGuardian DX48 Expansion 2
Relay 1-8
5 1700-1715 NetGuardian DX48 Expansion 3

Relay 1-8
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Function Code Register Description
2 1200-1231 NetGuardian 832A (as DX)
Expansion 1 Alarm 1-32
1 1300-1307 NetGuardian 832A (as DX)
Expansion 1 Relay 1-8
2 1400-1431 NetGuardian 832A (as DX)
Expansion 2 Alarm 1-32
1 1500-1507 NetGuardian 832A (as DX)
Expansion 1 Relay 1-8
2 1600-1631 NetGuardian 832A (as DX)
Expansion 3 Alarm 1-32
1 1700-1707 NetGuardian 832A (as DX)
Expansion 1 Relay 1-8
Function Code Register Description
2 1200-1263 NetGuardian 864A (as DX)
Expansion 1 Alarm 1-64
1 1300-1307 NetGuardian 864A (as DX)
Expansion 1 Relay 1-8
2 1400-1463 NetGuardian 864A (as DX)
Expansion 2 Alarm 1-64
1 1500-1507 NetGuardian 864A (as DX)
Expansion 1 Relay 1-8
2 1600-1663 NetGuardian 864A (as DX)
Expansion 3 Alarm 1-64
1 1700-1707 NetGuardian 864A (as DX)
Expansion 1 Relay 1-8
Function Code Register Description
5 1300-1307 NetGuardian 832/864(as DX)
Expansion 1 Relay 1-8
5 1500-1507 NetGuardian 832/864(as DX)
Expansion 2 Relay 1-8
5 1700-1707 NetGuardian 832/864(as DX)
Expansion 3 Relay 1-8
Function Code Register Description Scaling Bits
3 100 NetGuardian * 16
(832/864 as DX)
Expansion 1 Analog
1 Value
3 101 NetGuardian * 1/16-3/16
(832/864 as DX)
Expansion 1 Analog
1 Scaling
3 101 NetGuardian * 7116
(832/864 as DX)
Expansion 1 Analog
1 Sign
3 102 NetGuardian * 16
(832/864 as DX)
Expansion 1 Analog
2 Value
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Function Code

Register

Description

Bits

3

103

NetGuardian
(832/864 as DX)
Expansion 1 Analog
2 Scaling

Scaling
*

1/16-3/16

103

NetGuardian
(832/864 as DX)
Expansion 1 Analog
2 Sign

7/16

104

NetGuardian
(832/864 as DX)
Expansion 1 Analog
3 Value

16

105

NetGuardian
(832/864 as DX)
Expansion 1 Analog
3 Scaling

1/16-3/16

105

NetGuardian
(832/864 as DX)
Expansion 1 Analog
3 Sign

7/16

106

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Value

16

107

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Scaling

1/16-3/16

107

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Sign

7/16

108

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Value

16

109

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Scaling

1/16-3/16

109

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Sign

7/16

110

NetGuardian
(832/864 as DX)
Expansion 1 Analog
6 Value

16

111

NetGuardian
(832/864 as DX)
Expansion 1 Analog
6 Scaling

1/16-3/16

111

NetGuardian

7/16
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Function Code

Register

Description

Scaling

Bits

(832/864 as DX)
Expansion 1 Analog
6 Sign

112

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Value

16

113

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Scaling

1/16-3/16

113

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Sign

7/16

114

NetGuardian
(832/864 as DX)
Expansion 1 Analog
8 Value

16

115

NetGuardian
(832/864 as DX)
Expansion 1 Analog
8 Scaling

1/16-3/16

115

NetGuardian
(832/864 as DX)
Expansion 1 Analog
8 Sign

7/16

* See Scaling Range Table Below

Function Code

Register

Description

Bits

3

200

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Value

Scaling
*

16

201

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Scaling

1/16-3/16

201

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Sign

7/16

202

NetGuardian
(832/864 as DX)
Expansion 2 Analog
2 Value

16

203

NetGuardian
(832/864 as DX)
Expansion 2 Analog
2 Scaling

1/16-3/16

203

NetGuardian
(832/864 as DX)

7/16
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Function Code

Register

Description

Scaling

Bits

Expansion 2 Analog
2 Sign

204

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Value

16

205

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Scaling

1/16-3/16

205

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Sign

7/16

206

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Value

16

207

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Scaling

1/16-3/16

207

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Sign

7/16

208

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Value

16

209

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Scaling

1/16-3/16

209

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Sign

7/16

210

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Value

16

211

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Scaling

1/16-3/16

211

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Sign

7/16

212

NetGuardian
(832/864 as DX)
Expansion 2 Analog

16
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Function Code

Register

Description

Scaling

Bits

7 Value

3

213

NetGuardian
(832/864 as DX)
Expansion 2 Analog
7 Scaling

*

1/16-3/16

213

NetGuardian
(832/864 as DX)
Expansion 2 Analog
7 Sign

7/16

214

NetGuardian
(832/864 as DX)
Expansion 2 Analog
8 Value

16

215

NetGuardian
(832/864 as DX)
Expansion 2 Analog
8 Scaling

1/16-3/16

215

NetGuardian
(832/864 as DX)
Expansion 2 Analog
8 Sign

7/16

* See Scaling Range Table Below

Function Code

Register

Description

Scaling

Bits

3

300

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Value

*

16

301

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Scaling

1/16-3/16

301

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Sign

7/16

302

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Value

16

303

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Scaling

1/16-3/16

303

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Sign

7/16

304

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Value

16
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Function Code

Register

Description

Bits

3

305

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Scaling

Scaling
*

1/16-3/16

305

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Sign

7/16

306

NetGuardian
(832/864 as DX)
Expansion 3 Analog
4 Value

16

307

NetGuardian
(832/864 as DX)
Expansion 3 Analog
4 Scaling

1/16-3/16

307

NetGuardian
(832/864 as DX)
Expansion 3 Analog
4 Sign

7/16

308

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Value

16

309

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Scaling

1/16-3/16

309

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Sign

7/16

310

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Value

16

311

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Scaling

1/16-3/16

311

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Sign

7/16

312

NetGuardian
(832/864 as DX)
Expansion 3 Analog
7 Value

16

313

NetGuardian
(832/864 as DX)
Expansion 3 Analog
7 Scaling

1/16-3/16

313

NetGuardian

7/16
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Function Code

Register

Description

Scaling

Bits

(832/864 as DX)
Expansion 3 Analog
7 Sign

314

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Value

16

315

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Scaling

1/16-3/16

315

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Sign

7/16

* See Scaling Range Table Below

Function Code

Register

Description

Scaling

Bits

4

100

NetGuardian
(832/864 as DX)
Expansion 1 Analog
1 Value

*

16

101

NetGuardian
(832/864 as DX)
Expansion 1 Analog
1 Scaling

1/16-3/16

101

NetGuardian
(832/864 as DX)
Expansion 1 Analog
1 Sign

7/16

102

NetGuardian
(832/864 as DX)
Expansion 1 Analog
2 Value

16

103

NetGuardian
(832/864 as DX)
Expansion 1 Analog
2 Scaling

1/16-3/16

103

NetGuardian
(832/864 as DX)
Expansion 1 Analog
2 Scaling

7/16

104

NetGuardian
(832/864 as DX)
Expansion 1 Analog
3 Value

16

105

NetGuardian
(832/864 as DX)
Expansion 1 Analog
3 Scaling

1/16-3/16

105

NetGuardian
(832/864 as DX)

7/16
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Function Code

Register

Description

Scaling

Bits

Expansion 1 Analog
3 Scaling

106

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Value

16

107

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Scaling

1/16-3/16

107

NetGuardian
(832/864 as DX)
Expansion 1 Analog
4 Scaling

7/16

108

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Value

16

109

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Scaling

1/16-3/16

109

NetGuardian
(832/864 as DX)
Expansion 1 Analog
5 Scaling

7/16

110

NetGuardian
(832/864 as DX)
Expansion 1 Analog
6 Value

16

111

NetGuardian
(832/864 as DX)
Expansion 1 Analog
6 Scaling

1/16-3/16

111

NetGuardian
(832/864 as DX)
Expansion 1 Analog
6 Scaling

7/16

112

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Value

16

113

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Scaling

1/16-3/16

113

NetGuardian
(832/864 as DX)
Expansion 1 Analog
7 Scaling

7/16

114

NetGuardian
(832/864 as DX)
Expansion 1 Analog

16
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Function Code

Register

Description

Scaling

Bits

8 Value

4

115

NetGuardian
(832/864 as DX)
Expansion 1 Analog
8 Scaling

*

1/16-3/16

115

NetGuardian
(832/864 as DX)
Expansion 1 Analog
8 Scaling

7/16

* See Scaling Range Table Below

Function Code

Register

Description

Scaling
*

Bits

4

200

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Value

16

201

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Scaling

1/16-3/16

201

NetGuardian
(832/864 as DX)
Expansion 2 Analog
1 Sign

7/16

202

NetGuardian
(832/864 as DX)
Expansion 2 Analog
2 Value

16

203

NetGuardian
(832/864 as DX)
Expansion 2 Analog
2 Scaling

1/16-3/16

203

NetGuardian
(832/864 as DX)
Expansion 2 Analog
2 Sign

7/16

204

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Value

16

205

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Scaling

1/16-3/16

205

NetGuardian
(832/864 as DX)
Expansion 2 Analog
3 Sign

7/16

206

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Value

16
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Function Code

Register

Description

Bits

4

207

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Scaling

Scaling
*

1/16-3/16

207

NetGuardian
(832/864 as DX)
Expansion 2 Analog
4 Sign

7/16

208

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Value

16

209

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Scaling

1/16-3/16

209

NetGuardian
(832/864 as DX)
Expansion 2 Analog
5 Sign

7/16

210

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Value

16

211

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Scaling

1/16-3/16

211

NetGuardian
(832/864 as DX)
Expansion 2 Analog
6 Sign

7/16

212

NetGuardian
(832/864 as DX)
Expansion 2 Analog
7 Value

16

213

NetGuardian
(832/864 as DX)
Expansion 2 Analog
7 Scaling

1/16-3/16

213

NetGuardian
(832/864 as DX)
Expansion 2 Analog
7 Sign

7/16

214

NetGuardian
(832/864 as DX)
Expansion 2 Analog
8 Value

16

215

NetGuardian
(832/864 as DX)
Expansion 2 Analog
8 Scaling

1/16-3/16

215

NetGuardian

7/16
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Function Code

Register

Description

Scaling

Bits

(832/864 as DX)
Expansion 2 Analog
8 Sign

* See Scaling Range Table Below

Function Code

Register

Description

Bits

4

300

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Value

Scaling
*

16

301

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Scaling

1/16-3/16

301

NetGuardian
(832/864 as DX)
Expansion 3 Analog
1 Sign

7/16

302

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Value

16

303

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Scaling

1/16-3/16

303

NetGuardian
(832/864 as DX)
Expansion 3 Analog
2 Sign

7/16

304

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Value

16

305

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Scaling

1/16-3/16

305

NetGuardian
(832/864 as DX)
Expansion 3 Analog
3 Sign

7/16

306

NetGuardian
(832/864 as DX)
Expansion 3 Analog
4 Value

16

307

NetGuardian
(832/864 as DX)
Expansion 3 Analog
4 Scaling

1/16-3/16

307

NetGuardian
(832/864 as DX)

7/16
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Function Code

Register

Description

Scaling

Bits

Expansion 3 Analog
4 Sign

308

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Value

16

309

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Scaling

1/16-3/16

309

NetGuardian
(832/864 as DX)
Expansion 3 Analog
5 Sign

7/16

310

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Value

16

311

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Scaling

1/16-3/16

311

NetGuardian
(832/864 as DX)
Expansion 3 Analog
6 Sign

7/16

312

NetGuardian
(832/864 as DX)
Expansion 3 Analog
7 Value

16

313

NetGuardian
(832/864 as DX)
Expansion 3 Analog
7 Scaling

1/16-3/16

313

NetGuardian
(832/864 as DX)
Expansion 3 Analog
7 Sign

7/16

314

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Value

16

315

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Scaling

1/16-3/16

315

NetGuardian
(832/864 as DX)
Expansion 3 Analog
8 Sign

7/16

* See Scaling Range Table Below
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Scaling Range Table

Scaling Range Scaling Value*

0.001522821

0.003863678

0.008098398

0.01819765

BIWIN|F|O

0.02306719

*Get correct Scaling Value by using corresponding Scaling Range

Example 1:
Modbus Response:
Analog 1 Value: [08][72] = 2162
Analog 1 Scaling Range: 2 = 0.008098398
Analog 1 Sign=0

Scaled Value:
2162 * 0.008098398 = 17.5087
(if Analog Sign = 1 then multiply by -1)
Scaled Value = 17.5087

Example 2:
Modbus Response:
Analog 1 Value: [0A][47] = 2631
Analog 1 Scaling Range: 3 = 0.01819765
Analog 1 Sign=1

Scaled Value:
2631 * 0.01819765 = 47.8780
(if Analog Sign = 1 then multiply by -1)
Scaled Value = 47.8780 * -1
Scaled Value = -47.8780
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15 Frequently Asked Questions

Here are answers to some common questions from NetGuardian users. The latest FAQs can be found on the
NetGuardian support web page, http://www.dpstelecom.com.

If you have a question about the NetGuardian, please call us at (559) 454-1600 or e-mail us at
support@dpstele.com

15.1 General FAQs

Q. How do | Telnet to the NetGuardian?

A. You must use Port 2002 to connect to the NetGuardian. Configure your Telnet client to connect using TCP/IP
(not Telnet, or any other port options). For connection information, enter the IP address of the NetGuardian
and Port 2002. For example, to connect to the NetGuardian using the standard Windows Telnet client, click
Start, click Run, and type Telnet <NetGuardian IP address> 2002.

How can | back up the current configuration of my NetGuardian?

There are two ways. NGEdit can read the configuration of your NetGuardian and save the configuration to
your PC's hard disk or a flash drive. With NGEdit you can also make changes to the configuration file and
write the changed configuration to the NetGuardian's NVRAM.

>0

Q. Can |l use my NetGuardian as a proxy server to access TTY interfaces on my third-party serial
equipment?

A. You can use Data Ports 1-8, located on the back of the NetGuardian, to connect to serial devices, as long as
your devices support RS-232. To make a proxy connection, you must define the correct TCP port for each
serial port. To define TCP ports, you must first connect directly to the NetGuardian through its IP address.
Once you have connected to the NetGuardian, you can define the TCP ports through the NetGuardian's TTY
or Web Browser Interface configuration interfaces.

What do the terms alarm point, display, port, and address mean?

These terms define the exact location of a network alarm, from the most specific (an individual alarm point) to
the most general (an entire monitored device). An alarm point is a number representing an actual contact
closure that is activated when an alarm condition occurs. For example, an alarm point might represent a low
oil sensor in a generator or a open/closed sensor in a door. A display is a logical group of 64 alarm points. A
port is traditionally the actual physical serial port through which the monitoring device collects data. The
address is a number representing the monitored device. The terms port and address have been extended to
refer to logical, or virtual, ports and addresses. For example, the NetGuardian reports internal alarms on Port
99, address 1.

>0

Q. What characteristics of an alarm point can | configure through software? For instance, can | configure
Point 4 to sense an active-low (normally closed) signal, or Point 5to sense a level or edge?
The NetGuardian alarm points are level sensed and can be software-configured to generate an alarm on
either a high (normally open) or low (normally closed) level.

Q. When | connect to the NetGuardian through the craft port on the front panel it either doesn't work
right or it doesn't work at all. What's going on?

A. Make sure your using the right COM port settings. The standard settings for the craft port are 9600 baud, 8
bits, no parity, and 1 stop bit. Flow control must be set to none. Flow control normally defaults to hardware in
most terminal programs, and this will not work correctly with the NetGuardian.

Q. ljust changed the port settings for one of my data ports, but the changes did not seem to take effect
even after | wrote the NVRAM.
In order for data port and craft port changes (including changes to the baud rate and word format) to take
effect, the NetGuardian must be rebooted. Whenever you make changes, remember to write them to the
NetGuardian's NVRAM so they will be saved when the unit is rebooted.

How do | get my NetGuardian on the network?
Before the NetGuardian will work on your LAN, the unit address (IP address), the subnet mask, and the
default gateway must be set. A sample configuration could look like this:

>0
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unit address: 192.168.1.100

subnet mask: 255.255.255.0

Default Gateway: 192.168.1.1
Always remember to save your changes by writing to the NVRAM. Any modifications of the NetGuardian's IP
configuration will also require a reboot.

I'm using HyperTerminal to connect to the NetGuardian through the craft port, but the unit won't
accept input when | get to the first level menu.
Make sure you turn off all handshaking in HyperTerminal.

The LAN line LED is green on my NetGuardian, but | can't poll it from my T/MonXM master.
Some routers will not forward to an IP address until the MAC address has been registered with the router. You
need to enter the IP address of your T/MonXM system or your gateway in the ping table.

>0 » O
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15.2 SNMP FAQs

Q.
A.

Q.

>0 >0

>0

Which version of SNMP is supported by the SNMP agent on the NetGuardian?
SNMP v1, v2C, and v3 on the NetGuardian G6 series.

How do | configure the NetGuardian to send traps to an SNMP manager? Is there a separate MIB for
the NetGuardian? How many SNMP managers can the agent send traps to? And how do | set the IP
address of the SNMP manager and the community string to be used when sending traps?

The NetGuardian begins sending traps as soon as the SNMP managers are defined. The NetGuardian MIB is
included on the NetGuardian Resource CD. The MIB should be compiled on your SNMP manager. (NOTE:
MIB versions may change in the future.) The unit supports a main SNMP manager, which is configured by
entering its IP address in the trap address field of Ethernet Port Setup. You can also configure up to eight
secondary SNMP managers, which is configured by selecting the secondary SNMP managers as pager
recipients. Community strings are configured globally for all SNMP managers. To configure the community
strings, choose System from the Edit menu, and enter appropriate values in the Get, Set, and Trap fields.

Does the NetGuardian support MIB-2 and/or any other standard MIBs?
The NetGuardian supports the bulk of MIB-2.

Does the NetGuardian SNMP agent support both NetGuardian and T/MonXM variables?

The NetGuardian SNMP agent manages an embedded MIB that supports only the NetGuardian's RTU
variables. The T/MonXM variables are included in the distributed MIB only to provide SNMP managers with a
single MIB for all DPS Telecom products.

How many traps are triggered when a single point is set or cleared? The MIB defines traps like major
alarm set/cleared, RTU point set, and a lot of granular traps, which could imply that more than one
trap is sent when a change of state occurs on one point.

Generally, a single change of state generates a single trap, but there are two exception to this rule. Exception
1: the first alarm in an all clear condition generates an additional summary point set trap. Exception 2: the final
clear alarm that triggers an all clear condition generates an additional summary point clear trap.

What does point map mean?
A point map is a single MIB leaf that presents the current status of a 64-alarm-point display in an ASCII-

readable form, where a "."represents a clear and an "X" represents an alarm.

Q. The NetGuardian manual talks about eight control relay outputs. How do | control these from my

>0
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SNMP manager?

The control relays are operated by issuing the appropriate set commands, which are contained in the DPS
Telecom MIB. For more information about the set commands, see Reference Information, Display Mapping, in
any of the NetGuardian software configuration guides.

How can | associate descriptive information with a point for the RTU granular traps?
The NetGuardian alarm point descriptions are individually defined using the Web Browser Interface, TTY, or
NGEdit configuration interfaces.

My SNMP traps aren't getting through. What should | try?
Try these three steps:
1. Make sure that the trap address (IP address of the SNMP manager) is defined. (If you changed the
trap address, make sure you saved the change to NVRAM and rebooted.)
2. Make sure all alarm points are configured to send SNMP traps.
3. Make sure the NetGuardian and the SNMP manager are both on the network. Use the NetGuardian's
ping command to ping the SNMP manager.
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16 Technical Support

DPS Telecom products are backed by our courteous, friendly Technical Support representatives, who will give you
the best in fast and accurate customer service. To help us help you better, please take the following steps before
calling Technical Support:

1. Check the DPS Telecom website.
You will find answers to many common questions on the DPS Telecom website, at http://
www.dpstelecom.com/support/. Look here first for a fast solution to your problem.

2. Prepare relevant information.
Having important information about your DPS Telecom product in hand when you call will greatly reduce the
time it takes to answer your questions. If you do not have all of the information when you call, our Technical
Support representatives can assist you in gathering it. Please write the information down for easy access.
Please have your user manual and hardware serial number ready.

3. Have access to troubled equipment.
Please be at or near your equipment when you call DPS Telecom Technical Support. This will help us solve your
problem more efficiently.

4. Call during Customer Support hours. Customer support hours are Monday through Friday, from 7 A.M. to 6
P.M., Pacific time. The DPS Telecom Technical Support phone number is (559) 454-1600.

Emergency Assistance: Emergency assistance is available 24 hours a day, 7 days a week. For emergency
assistance after hours, allow the phone to ring until it is answered with a paging message. You will be asked to
enter your phone number. An on-call technical support representative will return your call as soon as possible.
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17 End User License Agreement

All Software and firmware used in, for, or in connection with the Product, parts, subsystems, or derivatives thereof,
in whatever form, including, without limitation, source code, object code and microcode, including any computer
programs and any documentation relating to or describing such Software is furnished to the End User only under a
non-exclusive perpetual license solely for End User's use with the Product.

The Software may not be copied or modified, in whole or in part, for any purpose whatsoever. The Software may
not be reverse engineered, compiled, or disassembled. No title to or ownership of the Software or any of its parts
is transferred to the End User. Title to all patents, copyrights, trade secrets, and any other applicable rights shall

remain with the DPS Telecom.

DPS Telecom's warranty and limitation on its liability for the Software is as described in the warranty information
provided to End User in the Product Manual. End User shall indemnify DPS Telecom and hold it harmless for and
against any and all claims, damages, losses, costs, expenses, obligations, liabilities, fees and costs and alll
amounts paid in settlement of any claim, action or

suit which may be asserted against DPS Telecom which arise out of or are related to the non-fulfillment of any
covenant or obligation of End User in connection with this Agreement.

This Agreement shall be construed and enforced in accordance with the laws of the State of California, without
regard to choice of law principles and excluding the provisions of the UN Convention on Contracts for the
International Sale of Goods. Any dispute arising out of the Agreement shall be commenced and maintained only in
Fresno County, California. In the event suit is brought or an attorney is retained by any party to this Agreement to
seek interpretation or construction of any term or provision of this Agreement, to enforce the terms of this
Agreement, to collect any money due, or to obtain any money damages or equitable relief for breach, the
prevailing party shall be entitled to recover, in addition to any other available remedy, reimbursement for
reasonable attorneys' fees, court costs, costs of investigation, and other related expenses.



Warranty

DPS Telecom warrants, to the original purchaser only, that its products a) substantially conform to DPS' published
specifications and b) are substantially free from defects in material and workmanship. This warranty expires two years from
the date of product delivery with respect to hardware and ninety days from the date of product delivery with respect to
software. If the purchaser discovers within these periods a failure of the product to substantially conform to the specifications
or that the product is not substantially free from defects in material and workmanship, the purchaser must promply notify
DPS. Within reasonable time after notification, DPS will endeavor to correct any substantial non-conformance with the
specifications or substantial defectsin material and workmanship, with new or used replacement parts. All warranty service
will be performed at the company's office in Fresno, California, at no charge to the purchaser, other than the cost of shipping
to and from DPS, which shall be the responsiblity of the purchaser. If DPSis unable to repair the product to conform to the
warranty, DPS will provide at its option one of the following: a replacement product or arefund of the purchase price for the
non-conforming product. These remedies are the purchaser's only remedies for breach of warranty. Prior to initial use the
purchaser shall have determined the suitability of the product for itsintended use. DPS does not warrant @) any product,
components or parts not manufactured by DPS, b) defects caused by the purchaser's failure to provide a suitable installation
environment for the product, ¢) damage caused by use of the product for purposes other than those for which it was designed,
d) damage caused by disasters such asfire, flood, wind or lightning unless and to the extent that the product specification
provides for resistance to a defined disaster, €) damage caused by unauthorized attachments or modifications, f) damage
during shipment from the purchaser to DPS, or g) any abuse or misuse by the purchaser.

THE FOREGOING WARRANTIES ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE.

In no event will DPS be liable for any special, incidental, or consequential damages based on breach of warranty, breach of
contract, negligence, strict tort, or any other legal theory. Damages that DPS will not be responsible for include but are not
limited to, loss of profits; loss of savings or revenue; loss of use of the product or any associated equipment; cost of capital;
cost of any substitute equipment, facilities or services, downtime; claims of third parties including customers; and injury to

property.

The purchaser shall fill out the requested information on the Product Warranty Card and mail the card to DPS. This card
provides information that helps DPS make product improvements and develop new products.

For an additional fee DPS may, at its option, make available by written agreement only an extended warranty providing an
additional period of time for the applicability of the standard warranty.

Technical Support

If a purchaser believes that a product is not operating in substantial conformance with DPS' published specifications or there
appear to be defects in material and workmanship, the purchaser should contact our technical support representatives. If the
problem cannot be corrected over the telephone and the product and problem are covered by the warranty, the technical
support representative will authorize the return of the product for service and provide shipping information. If the product is
out of warranty, repair charges will be quoted. All non-warranty repairs receive a 90-day warranty.



Free Tech Support is Only a Click Away

Need help with your alarm monitoring? DPS Information Services are ready to
serve you ... in your email or over the Web!
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Free Tech Support in Your Email: The Protocol Alarm Monitoring Ezine
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every two weeks. Every issue has news you can use The Protocol aiarm Monitering Exine
right away: s = e 3)0Rd facon

1l g ] HHE
L VT BT RV G
m  midue Larw b e ke

v & 2

18 o B
»  Expert tips on using your alarm monitoring i

equipment — advanced techniques that will save
you hours of work !

-

Tembos banan am Fe b iglan il SAME v
a1 e ek i d et - veat o e me

o Educational White Papers deliver fast informal
tutorials on SNMP, ASCII processing, TL1 and
other alarm monitoring technologies

« New product and upgrade announcements keep
you up to date with the latest technology

T T I =+

Exclusive access to special offers for DPS
Telecom Factory Training, product upgrade offers S
and discounts o

To get your free subscription to
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Free Tech Support on the Web: MyDPS

MyDPS is your personalized, members-only online resource.
Registering for MyDPS is fast, free, and gives you exclusive
access to:

Firmware and software downloads and upgrades
Product manuals

Product datasheets _\"'T_T)
Exclusive user forms _}.;'{“_H o, DPS Telecom

"Your Partners In Network Alarm Moniforing™

Register for MyDPS online at
www.DpsTelecom.com/register

(800) 622-3314 « www.DpsTelecom.com « 4955 E. Yale Avenue, Fresno, California 93727
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